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n What’'s HIRT? (@ szttt

HIRT is a unit of security experts of Hitachi, devoted to help IT users.
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Hitachi Incident
Response Team

iIn James Bond style!

Copyright © Hitachi, Ltd. 2009. All rights reserved. 2



HIRT

Response TeamJ

HIRT’s Double-Headed Activities (@i

-[ Open Activities <Collaboration with Open Community> ]

— Work with Technical Experts

- Hold periodic face-to-face meetings.

- Share information and collaborate to fight

security threats.
Share

Help Non-Technical IT Users Know-Hows

== - Provide information in plain language.
- Offer ways to learn best practices in
fun ways.

-[Closed Activities <Hands-On Practice in Internal Community>]

- Hold exercise centric educational meetings.
- Provide information in 3 levels depending on their
mission and needs.
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n Work with Technical Experts (@

Two Heads and Experiences are Better than One!

- Join security communities and collaborate with external security experts
to tackle technical issues together.

1 AW A R P
C S I RT Warning, advice
Ho& v — 4 — bW M £ 7 and reporting point
Nippon CSIRT Association Warning, Advice and Reporting Point

\) NTT-CERT %l_

Japanese Largest Teleco’s Security Team Forum of Incident Response and Security Teams

- Share information, research data, hands-on practices proven in each
other’s organization to better know threats, causes and countermeasures.
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n Help Non-Technical IT Users (@it

Seeing May not be Enough! Experiencing is Believing!
- Provide IT users information and best practices in easy-to-learn ways.

e.g. An interactive animation tool to experience what-ifs.

Y ‘ Removable media is convenient but
could be a source malware infections...

Can you open a file in the USB
1] without getting infected?
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Help Non-Technical IT Users (@it

Piece of cake?
The users can try selecting the operation they think appropriate.
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What if clicking the USB drive
icon directly???
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Help Non-Technical IT Users (@it

The users can virtually experience what happens through their action.
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* The tool is available at HIRT Web site (Japanese version only).
http://www.hitachi.co.jp/hirt/publications/hirt-pub09003/dm_usb_autorun.html
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“ Toward a More Secure World Qi)

- Collaboration and feedback of outcome within a community
and among the communities are needed!

- WARP’s community concept is aligned to ours...
Although language and distance separate us, devotion to

security ties us together!

- We hope to find ways to help each other and contribute
to the shit to a more secure society.
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Thank Youl!

For More Information, Please Visit:
http://www.hitachi.com/hirt/

Hitachi Incident
Response Team

HITACHI Mr. H, Ice, Ray & Todd

Inspire the Next
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