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1 Overview

CPN have made a completeeb based platform available tommunities that wish to use
the WARP concept. The system utilises the custom built software developed to support
the Filtered Warnings seragintegrated with the Microsoft Sharepoint product,
customised to support the Advice Brokering and Trusted Sharing services.

Theplatform runs on a dedicated Windows 2@3/Vindows 2008 server system, which
must be supplied and managed by the WARP.

It should be notethat the use of the WARP Multi Serviedatform is not a requirement of
running a WARP, and different approaches are documented in the WARP Toolbox
(www.warp.gov.ul.

Each section of the main guidets with a table that shows if WARP members or just the
WARP administrator can perform the described function.

2 WARP Service Support

As the WARP MultiService Platform (WARMMSP) is largely based on Microsoft
SharePoint, the layout and appearance o$yséem is easily customisable, both by a
WARP Operator for the entire WARP instance, and by individual WARP members for
their particular account. This guide will only show the default viswaplied initially

when the installation has completed

The defalt configuration provides support for all three of the WARP services. After
logging in using their username and password, a new WARP member is presented with a
homepage similar to the one showrkigurel.

WARP Membership and Meetings

- 12/02/2008

9] Recycle Bin

12/02/2008

06/02/2008

sions  24/01/2008
23, 24/01/2008

AAd LN

16/01/2008

Figure 1

It is likely that your WARP will have been customised to show some branding, but the
layout will be similar to that shown. The following sections highlight the areas of the site
that support each service.

2.1 Filtered Warnings

Each user is showa list of links to the latest warnings that match their filter selection,
shown inFigure2.
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Recent notifications for alang

@) 3566 - Microsoft Security 14/02/2008
= Bulletin Summary for
February 2008

{ 3567 - APPLE-SA-2008- 14/02/2008
—=J 02-11 Mac 0S5 X v10.5.2

and Security Update

2008-001
8 Critical Advisory: 13/02/2008

Microsoft Word
Unspecified Memory
Corruption Yulnerability

&, Microsoft Security Bulletin 12/02/2008

2 immarne frir Fahriame

Figure 2

Clicking on one of the links will display the full warning. Clicking on the title of the list

(Recent notificat

sectionl?) to allow filter settings to be changed.

ons
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2.2 Advice Brokering

There are two facilities that together support the Advice Brokeringceesed-igure3.

Homey GoodPractice  Inddent Reporting

View All Site Content

The
Documents
Announcemeni
= Shared WARP T —
Documents There are currently
Lists Add new anno
= Calendar
Discussions
WARP Member
= Security - Technical _Suhject
= Security - Policy and
Procedure Does anyone have
= YWARP Membership and Add new discu
Meetings
5] Recycle Bin Calendar
17INA008 0000 1
Figure 3

From the quick links section on the left hand side of the page discussion areas can be
accessed. Three generic discussion areas are created by-d&faWtARP operatoran
add or remove discussions specific to the WARP community.

There is also a tab that opens the Good Practice repository. This area stores high level
descriptions and links to information providing Good Practice advice on a number of areas.
A directory sructure is provided by default that can assist in providing informatibe

WARP operator and WARP members can contribute to this area to make it more relevant
to a specific WARP community. The default content provided is sourced from CPNI,
BERR, SANSand the ICQbut is not being actively maintained

The best way to access specific information from this area is using the search facility.
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2.3 Trusted Sharing

Clicking in the olncident Reportso tab give
Trusted Shring service, seEigure4.

! Warning, Advice and Reporting Point > Incident Reports

J_‘/_'@J Incident Reports

View All Site Content WARP Incident Reports

Documents MNew + | Actions = view:  All Issues

- g;'i"ui“je::@w g Tite Incident Date Incident Type Suspected Motive Suspected Attacker Sewerity or Impact Releazed
- Unlocked doars after fire alarm test 28122007 Unautharised Access Personal Use Unknown Mo Impact or Loss Yes

:Izjandar Uncontrolled data removal via Pen Drive/MP3 Player 31f12/2007 Accdental Dataloss  Personal Use Insider Moderate Impact or Loss Yes

Discussions

= Security - Technical

= Security - Policy and
Procedure

= YWARP Membership and
Meetings

& Recycle Bin

Figure 4

WARP members can create new reports, and view any reports that have been released for
the community. When a new report is created, only the author and WAR Poo pairat

view it. This allows some discussion regarding the release of the information te occur
maybe some delay is required before the information becomes released. Either the WARP
Operator or the author can decide when to release an incident report.

2.4 Logging Out

To Il og out-Qutsel fefcd mAtSh g ni Wel come <user name>
the homepage, séegureb.

Welcome alang - || @

My Settings
\?y Update your user information,

regional settings, and alerts.

Sign in as Different User
Login with a different account.

Sign Qut
Logout of this site,

Personalize this Page
E Add, remove, or update Web Parts on
this page.

Figure 5
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3 Managing Users

Each WARP member can manage aspects of their own isicodormation, and the
WARP operator can additionally create new users, and delete accounts.

3.1 Creating Accounts

WARP Operator WARP Member

Can be performed by Vv

The Filtered Warnings Application (FWA) holds the master account database. New

accounts cabe created by logging into the service using the WARP Operators account

and clicking on a recent warning to enter F
display the current users, deigure6.

Home
Users
Manage
2‘\'\" . 5 You can add, edit and delete users from this page. The system will flag up users who do not have a subscription or at least one device.
(1 ¥ Accourn
Add new user
'al\rl'; Devices
A Username Notes
MM"’ Subscription Administrator History Dewvices Subscription Delete
"\%Sea'cl‘ alanb Alan's Admin and sp site owner History Devices Subscription Delete
alang Alan's normal user History Devices Subccription Delste
Netifications blogsa History Devices Subscription Delete
@Cvemiew demoAdmin History Devices Subscription Delete 'ﬁ
;C'Eata 4 demouser History Devices Subscription Delste
derekp History Devices Subscription Delete
User Management
chnh History Devices Subscription Delete
Users
m == P2PExample History Devices Subscription Delste 'ﬁ &
Figure 6
~ N
To create a user select AAdd new usero and
N . .
Feedo box should be ticked, in order to all
homepage. A nor mal WARP member shmwupl d be p

which is the defaultFigure7 shows a completed user creation form.

Page 7 of 23



WARP Multi Service Platform Guide V3.0

Add/Edit user

Username Mewlser

Password [—

Confirm password I

[ pisable account
Force user to change password

Create RSS Feed

Notes User Hotes

Select group membership

FWA Subscribers
[IFwa Trusted Peers
[OMember News Creator

[Oware administrators

First Name New
Surname User
Mrazanica Ralalsl

Figure 7

Once the FWA account has been created, it must be added to a SharePoint group to allow
access to the SharePoint hosksgects of the service.

From the home page, the WARP operator can s
Actionso menu in order to modify the ShareP
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Warning, Advice and Reporting Point > Site Settings

Site Settings

Site Information
Site URL: hitps:/” .warptrust.org/
Mobile Site URL: https:/” .warptrust.org)m/
Version: 12.0.0.4518
Users and Permissions Look and Feel Galleries Site Administration
o People and groups o Title, description, and icon © Master pages © Regional settings
8 Advanced permissions a Tree view B Site content types o Site libraries and lists
o Site theme B Site columns & Site usage report
@ Top link bar B Site templates ® User alerts
o Quick Launch o List templates o R3S
B Save site as template © \yeb Parts B Search visibility
B Reset to site definition B Sites and workspaces
© Site features

8 Delete this site

Figure 8

There are a large number of SharePointregitihat can be modified, and users familiar

with SharePoint may wish to perform a number of customisations from this menu.
Changes will become live as soon as the page is saved, so it is recommended that those
who are not confident with SharePoint noafe settings from the default. To complete
the user add process, select the APeopl e

permi ssionso col umn. By default the cont

Point Member so g¢gforangmawWwARPImerhber, tisey raust inave
access to this SharePoint group. Sel ect
shown inFigure9 will be displayed.

‘Warning, Advice and Reporting Point > Site Settings » Permissions > Add Users

Add Users: Warning, Advice and Reporting Point

Use this page to give new permissions.
Add Users Users/Groups:
‘fou can enter user names, group names, or e-mail addresses,

Newlser
Separate them with semicolons.

g, @

Give Permission Give Permission

Choose the permissions you want these users to have. You can add
users to a SharePoint group {which is already assigned to a
permission level), or you can add users individually and assign them Warning_ Advice and Reporting Point Members [Contribute, Limited Access] e
to & spedfic permission level,

() Add users to a SharePoint group

View permissions this group has on sites, lists, and items...

SharePoint groups are recommended as they allow for ease of DiFE s
v Y

permission management across multiple sites,

Send E-Mail
[¥]send welcome e-mail to the new users

Subject:
Welcome to the ShareFoint group: Warning_ Advice and Reporting

Use this option to send e-mail to your new users. You can
personalize the message that is sent.

Links and information about the site wil be added below your
personal message. Personal Message:

Figure 9

In the people picker box type the usernarme pist created in FWA, and cli®s. There

will be a short delay while SharePoint queries the FWA user database, after which the
username wil |l be underlined to indicate
email 06 and Click AOKO.
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When you suply the new account information to the WARP member, it is a good idea to
advice them to add theirmmail address into their user profile, see secBd

3.2 Removing Accounts

WARP Operator WARP Member

Can be performed by Vv

The removal of WARP accounts is the reverse of the creation proitessshould be

deleted from the SharePoint group first, then removed from FWA. Within the SharePoint
APeople and gr oups o0 3.h sehcethe uskretsbe remdveddseei n s ect
Figure10.

Hemey GoodPractice  IncidentReporting Site Actions ~

Warning, Advice and Reporting Paint > Peaople and Groups

People and Groups: Warning_ Advice and Reporting Point Members

Groups Use this group to give people contribute permissions to the SharePoint site: Warning, Advice and Reporting Point

= Warning_ Advice and MNew ~ || Actions = | Settings v View: Detail View
Reporting Point
Members Ch @ E-Mail Users Job Title Department
; Send an e-mail to selected users.

= Warning_ Advice and O

Reparting Paint Visitors Call{Message Selected Users

= Warning_ Advice and Call the selected users.

R.EFD”]"D Bt Remove Users from Group
Danes Remove selected users from this
= Warning Advice and O SharePoint group.
Reporting Point =
Contributors ﬁ
= More...
All People O = fohh
Site Permissions oo
View Al Site Content
Documents -~ NewUser
= Shared WARP S

Daocuments

Figure 10
Having removed the SharePoint group membership, the FWA user can be deleted. Access

the FWA user management page, described inse@tipn and <cl i ck t he #nADel
to the user to be removed, $&gurell.
ey vevees
Username Notes
") My Subscription o : H -
M ¥ subscrip Administrator History Devices Subscription Delete
! Search alanb Alan's Admin and sp site owner History Devices Subscription Delete
alang Alan's normal user History Devices Subscription Delete
[zfizsms blogsa History Devices Subscription Delete
@Cveruie»\p demoAdmin History Devices Subscription Delete ﬂ
£Create » demouser History Devices Subscription Delete
derekp History Devices Subscription Delete
User Management
ichnh History Devices Subscription Delete
mUsers NewlUser History Devices Subscription
-'\_jl"_' nnnnnn DADFwvarmnla Hictmnrms Mawracs Q@oherrintian DNalata Ina i&‘

Figure 11
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33Updating AMy Settingsbo

WARP Operator WARP Member
Can be performed by Vv \%
Eachuserisablet update their personal I nformati on

by click the # Wel adownmensandselecting kyeSettingsdsee p
Figure12.

Warning, Advice and Reporting Point > People and Groups = User Information

User information: alanb - fwaauthenticationmembership:alanb

Cloze

_j'Edit Item | My Regional Settings | My Alerts

Account fwaauthenticationmembership:alanb

Mame alanb

E-Mail f

iE

P2
17

.COM
About Me

Picture

Department

Job Title

SIP Address

- R R L e T B -

Figure 12

In order to ensure personaeek work correctly, it is important to provide a curremhail
address in this section. To make changes ¢

If you wish to add a picture to your settings, you should first upload it into the shared

documents area, see sentib. The folder AWARP Member so c
member pictures. Having uploaded you picture, click on it to display it in a browser

window, and then copy the URL displayed in the location bar. Insert this URL into the
Apictureo field of your user settings. |t
the shared documents area, as the use of SSL on the site will cause web browsers to

complain if external references are used.

3.4 Getting Alerts when Content Changes
WARP Operator WARP Member

Can be performed by V V

It is important that WARP members are able to stay up to date with changing content on
the site, and to support this most areas (be they discussion groups or document
repositoriesht sMepof triguwethdeo M Al €e e
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flomey Good Pracice  incdentReporing |
- Warning, Advice and Reporting Point > Shared Documents
= Shared Documents
View All Site Content Share a document with the team by adding it to this document library.
Documents Mew - Upload = | Actions =
= Shared WARP Type MName 7 View RSS Feed
Backnsgts l_,J Syndicate items with an RSS reader.
L@  WARP Members i
Lists ) 1~ Alert Me
« Calendar | avayasecurity | 4 Receive e-mail notifications when
E.EJ IncidentReporty items change.
L T
Figure 13

The AAl ert Me 0-maibnotifichtiorts whernvdhdngdes areenrade toea folder,
document or discussion group. You can choose if you receive notifisathmediately,

or as a daily digest. You can Vview, modi fy
Al ertso option f Figurel2i My Settingso (see

4 Filtered Warnings

The Filtered Warningservice is provided via the Fileal Warnings Application (FWA),
please obtain the FWA documentation framyw.warp.gov.ukfor full details.

4.1 Viewing Warnings

WARP Operator WARP Member

Can be performed by V \%

Each warning heading on the home pageligk, clicking on it will display the full text
for the warning concerned, segurel4.
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Home
" % Published: 3535 - Microsoft Security Bulletin Summary for January 2008
anage

QﬂMy Account HTML 4
Source: FWAS Demo Svstem

aMy Devices

Is) . .y- .

@y Subseription Critical Rated Warning 0010112008 00:46:21

%sﬁrch Source: Microsoft

Notifications

Categories: Windows 2000, Windows 2003, Windows XP,Windows Vista

@OVEMEW Software Affected: Windows 2000, Windows 2003, Windows XP,Windows Vista

(= i t ’ - - -

o EE 3535 - Microsoft Security Bulletin Summary for
January 2008
Also Known As: CVE-2007-0069, CVE-2007-0066, CVE-2007-5352
Impact: Vulnerability exploitation - Remote execution/modification
Remediation Advice
Update your copy of the software with the download available from the supplier.
Advisory Details
Microsoft Security Bulletin Summary for January 2008
Issued: January §, 2008
This bulletin summary lists security bulletins released for January 2008.

Figure 14

Use the browser back button to return to the home page. Clicking on the title of the

filtered wan i

latest warnings on the systerthis list is unfiltered, so the user can view other warnings

ngs

box (the fAiRecent notificat

that have been issued, sagurel5.
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3 2y

Home
Welcome to the Filtered Warnings service of the
Manage

Qﬁm-,- Account
ﬂl‘ﬂy Devices

:;'M', Subscription

‘.\){)Sea'cl“

Natifications

Recent notifications

3553 - SUN(SM) ALERT WEEKLY SUMMARY REPORT Week of 13-Jan-2008 - 13-Jan-2008

3549 - Oracle Critical Patch Update Advisory - January 2008

@5 Qverview 3548 - HP-UX Running ¥ Font Server {xfs) Software, Remote Execution of Arbitrary Code
I 3 . . N
;C eate 3547 - Microsoft Security Advisory Motification

3546 - APPLE-SA-2008-01-15 QuickTime 7.4

3543 - Apple QuickTime RTSP Response message Reason-Phrase buffer overflow vulnerability

3540 - HP-UX Running Thunderbird/Firefox, Rermote Unauthorized Access or Elevation of Privileges or Denial of Service (DoS]

3535 - Microsoft Securitv Bulletin Summary for January 2008

3534 - Microsoft Securitv Bulletin Advance Notification for January 2008

3530 - Adobe Flash Plaver update available to address security vulnerabilities

3528 - HP-UX Running rpc.vppasswdd, Remote Denial of Service (DoS)

3529 - HP Tru64 UNIX running FFM, Local Denial of Service (Dos)

3527 - HP-UX Running Java JRE and JDK, Remote Unauthorized Access

3526 - Microsoft Securitv Bulletin Minor Revision

[ ES B9 EO 9 O 0 (0 (9 (S (O (S (S [ [©

3525 - Application Inspection Vulnerability in Cisce Firewall Services Module

Figure 15

4.2 Updating Your Subscription

WARP Operator WARP Member

Can be performed by V \%

When viewing a warning or the list of recent warnings, a menu is shown that allows the
modification of the settings used to supply filtered warnings tecuhnent user. To modify

the current subscription click on the AfiMy
be shown that represents the warning categories to which you may subscribe for your
WARP, sed-igure16.
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Figure 16

Follow the onscreen instructions to expand and collapse tree branches and subscribe to the
desired categories. Click ASaveo to updat e
is applied to new Warningstems alreadysown on the WARP home page for the user

will remain unchanged.

4.3 Changing Alerting Options
WARP Operator WARP Member

Can be performed by V \%

In addition to the list of recent Warnings shown on the WARP homepage, it is possible to
receive Filtered Warnirgvia email. Fromthe menu used insectb®? s el ect # My
Deviceso, this displays the current Warning
will have a RSS device createdo not modify or remove this device, iag required to

make the warning list in the homepage work, Sgerel7.

Figure 17
Toaddema i | alerting click AAdd Bextwemalé&on, sel ec
the drop down box, and entawalid ema i | address in the field p

Devi c &igurel® e e

Page 15 of 23


















