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1 Scope

This document describes an example set of categthrat could be used by a WARP
Filtered Warnings Service. Whilst the categoriesadibed could be used by a new
WARP, the intention is that each WARP will choolseit own category structure in order
to provide effective filtering of security informan.

2 Definitions and abbreviations

2.1 Abbreviations

For the purposes of this document, the followingrabiations apply:
FWA : Filtered Warnings Application
WARP: Warning, Advice and Reporting Point

3 Background

The Filtered Warnings Service provides most o¥éie to WARP members by allowing
them to choose the types of security informatia@ytwish to receive. The WARP
operator will categorise information received frathsources before distribution. The
categories chosen by each WARP are therefore wggritant. This document describes
an example set of categorise that has been usmhstruct the default subscription tree
provided with the Filtered Warnings Application (R)Y but the same categories could be
used by a WARP that does not use FWA.

Each WARP must choose a set of categories for Hiéered Warnings Service that suits
their own needs, there is no requirement for a WAREIopt the specific categories
described in this document.

4 Subscription Categories

In the following sections FWA screenshots have hessd to illustrate the Subscription
Categories - this is just for ease of illustratithrere is no requirement to use the FWA
when deploying a Filtered Warnings Service.

4.1 High level headings

The example categories described in this documergteuctured as in a tree style. At the
highest level there are three categories:
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+ | € Good Practice (0
' IncidentThreat (0)
+ " VulnerabilitiesiFixes i)

Figure 1 High level categories

The “Good Practice” category is intended to faaibtthe distribution of information
obtained via the Advice Brokering service.

The “Incident/threat” category is intended to dizite general threat information, and
specific information obtained via the Trusted Shguservice.

The “Vulnerabilities/Fixes” category is used toegrise product based security alerts.

4.1.1 Good practice

Within the Good Practice category, sub-categoniesiaed to provide a breakdown of
specific interest areas. This example containsrg wide selection of categories. In
practice a WARP may have little requirement fortsgranularity.
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" Good Practice (0
" ppplications (0)
" Email Security ()
€ anti-viros (0
" Database Security (0)
O Metwork Management Security {0}
' CRM Security ()
o Desktop Application Security (0
i Application Security (03
" Metwarks (0)
" Firewalls (0
O Metwork Component Security (00
O TCPIP Related Security (07
VPRS0
" wiireless Security (0)
O Intrusion Detection (0
" Metwork Authentication )]
" Client'Server Security (0)
" Enterprise Security (0)
" Security Architectures (0
PRI ()
" Smartcards (0)
wieh Services Security (0
" Patech Managerment (0
t"‘ System Development Security (0)
" Horne Working (0)
O Business Continuity (0)
30 1 TTINBSTTA9 ()
' Security Policies (0)
r' Security AwarenessiTraining (0}

Figure 2 Good Practice Categories

4.1.2 Incident/Threat

The Incident/threat high-level category is spliaigimilar way to the Good Practice
category. Again this level of granularity may betrequired. The Filtered Warnings
Application makes managing a large number of categ@asier, but WARPSs not using
FWA will probably wish to keep the number of catege offered lower.
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D € IncidentThreat (o)

HO e Target Groups ()
" LCWARP (D)
UKy
" warldwide (1)
" Public Sector (0
" Private Sectar (0
HO e Incident Types (O)
" Electronic theft (0)
" Unauthorised access i)
" wiehsite defacernent (0)
" Interception (03
" virustwormitrojan (0
" Hoax or scams (0)
" Denial of Service (0)
T € Motive & effect ()
 Moneyreward (0
" Personal use ()
" Disruption (0)
O Thett (o)
 vandalism (0
 Indiscriminate (0
0 Threat types ()
 Insider (0
" External (0)
O Individual {0
" Hackivism (0)
" Terrorisrn (O
" Organised crime (@
" Nation state ()

Figure 3 Incident/threat Categories

4.1.3 Vulnerabilities/fixes

The sub-categories in this section are structuredral a vendor approach. It may be that
a WARP member will be interested in all “Microsofthd “Sun” security alerts.
Alternatively the WARP member may only be interdstecertain aspects of a vendor’s
product line. The vendor categories in the exarapeas follows:
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HO e WVulnerabilities/Fixes (0)
T ciseo ()
H O HP
T € Linwgspache @
0 Microsof (i
+ 1 sun Microsystems (o)

L apple (0
H T Novell (0
 u B SN T=T7 K1)

Figure4 Vendor Categories

Beneath each vendor category, sub-categories leredhosen that attempt to logically
divide a particular vendor’s product range. Thisot necessarily a consistent exercise,
depending upon how extensive a vendor’s rangé e following images show the
categories available for each vendor categorys $hb-division may not be required by
many WARPS.

D ciseo

" Cisco Content Metworking (0

" Cisco IP Telephony Products (0)
" Cisco Metwaork Managerment {0
" Cisco Security &WPMH Products (00
 Cisco SwyitchiRouterGatewsay (0
" Cisco Wireless M etwarking (00

Figure 5 Cisco categories

e He

' HP Developer Products (o)
€ HP Metwarking (0)

" HP Operating Systerns (03

" HP Storage Products (0
CHP Systermns Management (0}

Figure 6 HP categories

T © Linugapache (o)
" Apache ()

" Debian ()

" Mandrake (0)
' RedHat (o

" SUSE ()

" Gentoo (0

" Movell Linu (0)

Figure 7 Linux/Apache categories - not a vendor as such; more an open source
grouping
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O Microsoft (M

M5 Bundled Windows Software )

M3 Internet Explarer ()
' M3 Qutlook Express (0)
' MS Media Player (0
WS Developer Products (0
' MS Directy SDK (03

" M3 visual Studio (0)
M3 OfficelBusiness Products )]
M3 Office (0)

WS Visio (0)

" 3 Publisher (0)

' MS Project ()

' M5 Home Products (09
WS Works (D)

M5 Server Products (0

' MS Exchanoe Server (0
' M3 154 Server (0)

" MS Prosy Server ()
M3 S ()

" MS Index Server (03

" M3 Sharepaint (0)

' MS BackOfice Server (0)

WS Windows Dperating Systems (0)

" Windows CE ()
C yindows 2000 (0
" Windows XP (0
 windows 2003 (0

Figure 8 Microsoft categories

" Sun Microsysterns (0

" Sun Desktop Products (00

" Sun Developer Products ()
" Sun Cperating Systems (0

" Sun Server Products (0)

" Sun Systems Management (03

Figure 9 Sun categories
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+ T Novell (o

O GroupWise (0)
" Metware (0)

r' Cpen Enterprize Senver (0}
" FEMwarks (0)
 u B SN T=T7 K1)

DBz ()

O Lotus (m

" Rational (0}

" Tivoli (0

" wehSphere (0

Figure 10 Novell and IBM categories

5 Conclusions

This document shows a very detailed example ofycaitgation, which was based on some
extensive research performed at the beginningeofYWIARP project. It is important that
each WARP reviews the categories used within fhéired Warnings Service, and
creates a structure that provides the most beoefiteir members.

History

Version Date Description

V1.0 October 2006 Created based on the example FWA tree.
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