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1 Overview 
CPNI have made a managed and hosted web based platform available to communities that 
wish to trial the WARP concept.  The system utilises the custom built software developed 
to support the Filtered Warnings service, integrated with the Microsoft Sharepoint product, 
customised to support the Advice Brokering and Trusted Sharing services. 

The trial platform runs on a dedicated Windows 2003 server system housed in a secure 
data centre with both host and network based firewalling.  All active trials are hosted on 
the same system, but are separated at the application layer: each trial operates within a 
dedicated instance of both FWA and SharePoint, and uses dedicated databases - it is not 
possible for users of one trial to see the users and data of another within their instance of 
the application. 

The trial platform is designed to be easy to adopt “out-of-the-box”.  CPNI provide 
management of the platform, customise the appearance to match an existing colour scheme 
of the trial organisation and provide office hours support to WARP Operators running a 
trial.  By default some generic content is provided from a number of sources (see later 
sections).  It is intended that a new WARP operator wishing to conduct a trial is able to 
engage their community and offer a service without worrying about the technology 
aspects. 

It should be noted that the use of the WARP Managed Services Platform is not a 
requirement of running a WARP, and different approaches are documented in the WARP 
Toolbox (www.warp.gov.uk). 

Each section of the main guide starts with a table that shows if WARP members or just the 
WARP administrator can perform the described function.    

2 WARP Service Support 
As the WARP Managed Service Platform (WARP-MSP) is largely based on Microsoft 
SharePoint, the layout and appearance of the system is easily customisable, both by a 
WARP Operator for the entire WARP instance, and by individual WARP members for 
their particular account.  This guide will only show the default views supplied initially 
when a trial commences. 

The default configuration provides support for all three of the WARP services.  After 
logging in using their username and password, a new WARP member is presented with a 
homepage similar to the one shown in Figure 1. 
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Figure 1 

It is likely that your WARP will have been customised to show some branding, but the 
layout will be similar to that shown.  The following sections highlight the areas of the site 
that support each service. 

2.1 Filtered Warnings 

Each user is shown a list of links to the latest warnings that match their filter selection, 
shown in Figure 2.   

 

Figure 2 

Clicking on one of the links will display the full warning.  Clicking on the title of the list 
(Recent notifications for …) takes the user to the Filtered Warnings Application (see 
section 12) to allow filter settings to be changed. 
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2.2 Advice Brokering 

There are two facilities that together support the Advice Brokering service, see Figure 3.   

 

Figure 3 

From the quick links section on the left hand side of the page discussion areas can be 
accessed.  Three generic discussion areas are created by default - the WARP operator can 
add or remove discussions specific to the WARP community. 

There is also a tab that opens the Good Practice repository.  This area stores high level 
descriptions and links to information providing Good Practice advice on a number of areas.  
A directory structure is provided by default that can assist in providing information - the 
WARP operator and WARP members can contribute to this area to make it more relevant 
to a specific WARP community.  The default content provided is sourced from CPNI, 
BERR, SANS and the ICO.   

The best way to access specific information from this area is using the search facility. 
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2.3 Trusted Sharing 

Clicking in the ”Incident Reports” tab gives access to an area designed to support the 
Trusted Sharing service, see Figure 4.   

 

Figure 4 

WARP members can create new reports, and view any reports that have been released for 
the community.  When a new report is created, only the author and WARP operator can 
view it.  This allows some discussion regarding the release of the information to occur - 
maybe some delay is required before the information becomes released.  Either the WARP 
Operator or the author can decide when to release an incident report. 

2.4 Logging Out 

To log out, select “Sign-Out” from the “Welcome <username>…” menu on the top right of 
the homepage, see Figure 5. 

 

Figure 5 
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3 Managing Users 
Each WARP member can manage aspects of their own account information, and the 
WARP operator can additionally create new users, and delete accounts. 

3.1 Creating Accounts 

 WARP Operator WARP Member 

Can be performed by �   

 

The Filtered Warnings Application (FWA) holds the master account database.  New 
accounts can be created by logging into the service using the WARP Operators account 
and clicking on a recent warning to enter FWA.  Clicking on the “Users” menu option will 
display the current users, see Figure 6. 

 

Figure 6 

To create a user select “Add new user” and complete the form displayed.  The “Create RSS 
Feed” box should be ticked, in order to allow the display of warnings on the user 
homepage.  A normal WARP member should be placed in the “FWA Subscribers” group, 
which is the default. Figure 7 shows a completed user creation form. 
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Figure 7 

Once the FWA account has been created, it must be added to a SharePoint group to allow 
access to the SharePoint hosted aspects of the service. 

From the home page, the WARP operator can select “Site Settings” from the “Site 
Actions” menu in order to modify the SharePoint security configuration. 
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Figure 8 

There are a large number of SharePoint settings that can be modified, and users familiar 
with SharePoint may wish to perform a number of customisations from this menu.  
Changes will become live as soon as the page is saved, so it is recommended that those 
who are not confident with SharePoint not change settings from the default.  To complete 
the user add process, select the “People and groups” option from the “Users and 
permissions” column.  By default the contents of the “Warning Advice and Reporting 
Point Members” group will be shown - for a normal WARP member, they must have 
access to this SharePoint group.  Select “Add Users” from the “New” menu, the page 
shown in Figure 9 will be displayed. 

 

Figure 9 

In the people picker box type the username you just created in FWA, and click .  There 
will be a short delay while SharePoint queries the FWA user database, after which the 
username will be underlined to indicate it has been recognised.  Deselect “Send a welcome 
e-mail” and Click “OK”. 
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When you supply the new account information to the WARP member, it is a good idea to 
advice them to add their e-mail address into their user profile, see section 3.3. 

3.2 Removing Accounts 

 

 WARP Operator WARP Member 

Can be performed by �   

 

The removal of WARP accounts is the reverse of the creation process - they should be 
deleted from the SharePoint group first, then removed from FWA.  Within the SharePoint 
“People and groups” page, described in section 3.1, select the user to be removed, see 
Figure 10. 

 

Figure 10 

Having removed the SharePoint group membership, the FWA user can be deleted.  Access 
the FWA user management page, described in section 3.1, and click the “Delete” link next 
to the user to be removed, see Figure 11. 

 

Figure 11 
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3.3 Updating “My Settings” 

 WARP Operator WARP Member 

Can be performed by �  �  

 

Each user is able to update their personal information in the “My Settings” page, accessed 
by click the “Welcome <username>” drop-down menu and selecting My Settings, see 
Figure 12. 

 

Figure 12 

In order to ensure personal alerts work correctly, it is important to provide a current e-mail 
address in this section.  To make changes click on the “Edit Item” option. 

If you wish to add a picture to your settings, you should first upload it into the shared 
documents area, see section 5.5.  The folder “WARP Members” can be used to store 
member pictures.  Having uploaded you picture, click on it to display it in a browser 
window, and then copy the URL displayed in the location bar.  Insert this URL into the 
“picture” field of your user settings.  It is important to reference only pictures held within 
the shared documents area, as the use of SSL on the site will cause web browsers to 
complain if external references are used.    

3.4 Getting Alerts when Content Changes 

 WARP Operator WARP Member 

Can be performed by �  �  

 

It is important that WARP members are able to stay up to date with changing content on 
the site, and to support this most areas (be they discussion groups or document 
repositories) support the “Alert Me” function, see Figure 13. 
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Figure 13 

The “Alert Me” facility will send e-mail notifications when changes are made to a folder, 
document or discussion group.  You can choose if you receive notifications immediately, 
or as a daily digest.  You can view, modify, or delete your alerts by selecting the “My 
Alerts” option from “My Settings” (see Figure 12). 

4 Filtered Warnings 
The Filtered Warnings service obtains a live feed from CSIRT-UK, a service operated by 
CPNI for the benefit of national infrastructure customers.  This is the same feed that is 
provided to other security initiatives, such as Get Safe Online.  The warnings provided are 
from generic vendor and CIRT sources, and whilst they are probably applicable to all, they 
will not be specific to a WARP community.  Community specific warnings must be 
created by a WARP operator. 

4.1 Viewing Warnings 

 WARP Operator WARP Member 

Can be performed by �  �  

 

Warning articles sent out via a WARP’s filtered warnings service can be viewed by 
clicking on the links displayed in a user’s home page.  Warnings are classified in severity 
from “Normal” through to “Critical”.  The classification of CSIRTUK (CPNI) sourced 
advisories is automatically set based on an algorithm that takes into account the potential 
surface area of any attack that the problem allows.  For example, a serious flaw in Internet 
Explorer on Windows will be critical.  A serious flaw in Firefox on HP-UX will not be 
classed as critical because few people actually run it.  It is important to understand that the 
automated warnings are classified in this manner. 
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The icons shown beside each entry in the recent notifications list denote the source and 
severity of the warning article, as shown in the following table: 

From CSIRTUK From other sources 

 Critical   Critical 

 High  High 

 Normal  Normal 

 Low  Low 

 

Each warning heading on the home page is a link, clicking on it will display the full text 
for the warning concerned, see Figure 14.   

 

Figure 14 

Use the browser back button to return to the home page.  Clicking on the title of the 
filtered warnings box (the “Recent notifications for user …”) will display a list of all the 
latest warnings on the system - this list is unfiltered, so the user can view other warnings 
that have been issued, see Figure 15. 
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Figure 15 

4.2 Updating Your Subscription 

 WARP Operator WARP Member 

Can be performed by �  �  

 

When viewing a warning or the list of recent warnings, a menu is shown that allows the 
modification of the settings used to supply filtered warnings to the current user.  To modify 
the current subscription click on the “My Subscription” menu option.  A tree structure will 
be shown that represents the warning categories to which you may subscribe for your 
WARP, see Figure 16. 
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Figure 16 

Follow the onscreen instructions to expand and collapse tree branches and subscribe to the 
desired categories.  Click “Save” to update the subscription.  An updated tree subscription 
is applied to new Warnings - items already shown on the WARP home page for the user 
will remain unchanged. 

4.3 Changing Alerting Options 

 WARP Operator WARP Member 

Can be performed by �  �  

 

In addition to the list of recent Warnings shown on the WARP homepage, it is possible to 
receive Filtered Warnings via e-mail.  From the menu used in section 4.2, select “My 
Devices”, this displays the current Warning delivery options in use.   By default, new users 
will have a RSS device created - do not modify or remove this device, as it is required to 
make the warning list in the homepage work, see Figure 17. 

 

Figure 17 

To add e-mail alerting click “Add Device”, select either HTML or Plain-text e-mail from 
the drop down box, and enter a valid e-mail address in the field provided, then select “Add 
Device”, see Figure 18. 
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Figure 18 

HTML alerts look very similar to those viewed on-line, but some users’ e-mail systems 
may be unable to receive HTML e-mail, in which case plain text can be used instead. 

4.4 Searching Warnings 

 WARP Operator WARP Member 

Can be performed by �  �  

 

The homepage includes a search function that can be used to search for content within the 
WARP website.  This search function does not index the Filtered Warnings service.  To 
search for text within the Warnings, you should use the search box displayed when you 
view a full warning text or the list of recent Warnings. 

4.5 Creating Warnings 

 WARP Operator WARP Member 

Can be performed by �   

 

Some warning information is automatically created via a feed from CPNI.  When WARP 
specific warnings are required, they can be created by the WARP operator.  Details of the 
procedures to be used can be found in the FWA Operators Guide. 



WARP Managed Service Platform Guide V2.0 

Page 17 of 23  

5 Advice Brokering 
Two aspects of the WARP site support the Advice Brokering service, the Good Practice 
repository and the discussion groups.   

5.1 Reading and Searching Good Practice 

 WARP Operator WARP Member 

Can be performed by �  �  

 

The Good Practice repository provides an indexed storage area where WARP members can 
obtain documents and white papers that discus and advice on various areas of information 
security and assurance.  The area is structured into nested folders, much like the files on a 
disc drive, see Figure 19.   

 

Figure 19 

The top-level folders open to show lower level subjects.  Each subject area contains 
individual entries, see Figure 20. 

 

Figure 20 

The default content provided by the trial platform includes Good Practice information from  
CPNI, BERR, CESG, ICO and SANS.  This content consists of a précis of each document, 
and a link from which the full document can be downloaded, see Figure 21. 



WARP Managed Service Platform Guide V2.0 

Page 18 of 23  

 

Figure 21 

The folder structure in which the Good Practice documents are stored can take some 
getting used to - an easier way to find information on a specific subject is with the search 
utility.  The search box at the top right of the page will return results based on a full index 
of all the WARP site content, except for warnings (see section 4.4). 

 

5.2 Adding Good Practice Information 

 WARP Operator WARP Member 

Can be performed by �  �  

 

Each WARP community will have specific requirements with regards the type of Good 
Practice information they require.  The default content is not intended to be prescriptive, its 
purpose is assist and prompt a forming WARP, and encourage the collection of more 
targeted information.  Both the WARP operator and the WARP members can add to the 
Good Practice repository, to augment its benefit. 

To add a new entry, navigate to the appropriate subject folder and select “New Item” from 
the “New” menu.  A new entry form will be displayed - the body of which can include 
formatting and links.  It is also possible to attach the new document itself to the Good 
Practice entry - useful if the document is not maintained publically on the Internet. 

Entries can be edited, and potentially deleted, by all WARP members.  The Good Practice 
area is intended to be moulded by the members of the WARP into a community specific 
resource.  WARP members can create new folders within the Good Practice repository, but 
only the WARP Operator can delete or rename folders. 

It is a good idea to use the Discussion Groups to exchange opinions between members 
regarding the addition or removal of Good Practice content, thus allowing any changes to 
get an endorsement from the WARP membership. 
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5.3 Using Discussion Groups 

 WARP Operator WARP Member 

Can be performed by �  �  

 

The discussion boards are accessed via the links on the left of the home page, and example 
is shown in Figure 22. 

 

Figure 22 

Most people will be familiar with the operation of threaded discussion  (bulletin boards), 
so the operations of creating topics and posting replies will not be laboured here. 

WARP Members can start new discussions within a board and reply to posts made by 
others.  Information posted onto the discussion boards is indexed, and can be searched.  
WARP members cannot delete posts to the discussion boards, but the WARP Operator can. 

5.4 Creating a new Discussion Board 

 WARP Operator WARP Member 

Can be performed by �   

 

The WARP Operator can create additional discussion boards that can be used for topics 
more specific to the WARP community.  To create a new discussion board, click the 
“Discussions” heading from the left menu.  From the summary page click “Create”, see 
Figure 23. 
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Figure 23 

From the “Create” menu select “Discussion Board”, which is in the “Communications” 
column.  Supply a title and a brief description of the purpose of the new discussion board - 
these will be displayed when the board is used.  Select Display on Quick Launch, to ensure 
the new discussion board is accessible from the left menu on the home page, then click 
“Create”, as shown in Figure 24. 

 

Figure 24 

5.5 Using the Shared Documents Area 

 WARP Operator WARP Member 

Can be performed by �  �  

 

The shared documents area can be used as a file repository for WARP members - perhaps 
to prepare documents prior to inserting them in the Good Practice repository.  The Shared 
Documents area allows the creation of a tree structure by adding new folders (see Figure 
25).  By clicking on a document a WARP member can read, edit or delete the current copy, 
as well as reserve a document for exclusive updates.  
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Figure 25 

To enter a new document, click on “Upload” and browse to the file to be added.  A 
document title and description can be specified.  All uploaded documents are automatically 
virus scanned by the SharePoint system. 

6 Trusted Sharing 
In order to facilitate the Trusted Sharing service, the WARP Managed Services Platform 
includes an incident reporting section, with some workflow to allow the careful release of 
sensitive information. 

6.1 Creating An Incident Report 

 WARP Operator WARP Member 

Can be performed by �  �  

 

To create a new incident report, open the “Incident Reporting” tab and click on “New 
Item”. 

 

Figure 26 

The incident reporting form allows the details of an incident to be recorded, and includes 
some drop down fields that can enable easy searching for specific type of incident at a later 
date.  Links can be included in the Incident Details field to enable reference to external 
information.  When completing the form initially the “Released” box should be left 
unchecked.  This means that only the WARP Member that created the report, and the 
WARP Operator will be able to see the incident report in the list, an example form is 
shown in Figure 27.    
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Figure 27 

6.2 Viewing Released Incident Reports 

 WARP Operator WARP Member 

Can be performed by �  �  

 

The standard view of the incident reports shown when a WARP Member or WARP 
Operator clicks on the “Incident Reporting” tab lists all reports that are either released, or 
unreleased but created by the current user.  The displayed incidents can be sorted using the 
columns at the top of the list and displayed by clicking on the incident title.  NOTE: 
Incident reports do not get indexed by the search system. 
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6.3 Editing and releasing Incident Reports 

 WARP Operator WARP Member 

Can be performed by �   

 

The WARP Operator can view unreleased incident reports by selecting “Unreleased” from 
the view drop down box, see Figure 28 

 

Figure 28 

The WARP Operator can also edit unreleased reports.  After discussions with the WARP 
member that created the report, and possibly some changes to the text (which the incident 
report author can see prior to release), the WARP Operator will tick the “released” box to 
make the report viewable to all. 

Where a WARP member wishes to keep anonymity, but still wishes to share information 
with the WARP, the WARP operator can create an incident report on the members behalf, 
ensuring that no information is used that could identify the member. 
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