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1 Overview

CPNI have made a managed and hosted web basentpl@vailable to communities that
wish to trial the WARP concept. The system utdlifiee custom built software developed
to support the Filtered Warnings service, integratéh the Microsoft Sharepoint product,
customised to support the Advice Brokering and tediSharing services.

The trial platform runs on a dedicated Windows 288@&/er system housed in a secure
data centre with both host and network based fillevga All active trials are hosted on
the same system, but are separated at the apptidatier: each trial operates within a
dedicated instance of both FWA and SharePointused dedicated databases - it is not
possible for users of one trial to see the usedsdata of another within their instance of
the application.

The trial platform is designed to be easy to adopt-of-the-box”. CPNI provide
management of the platform, customise the appeatanmatch an existing colour scheme
of the trial organisation and provide office hosupport to WARP Operators running a
trial. By default some generic content is providien a number of sources (see later
sections). Itis intended that a new WARP operaishing to conduct a trial is able to
engage their community and offer a service witheaortrying about the technology
aspects.

It should be noted that the use of the WARP Man&gdices Platform is not a
requirement of running a WARP, and different apphes are documented in the WARP
Toolbox (vww.warp.gov.ulk

Each section of the main guide starts with a téidé shows if WARP members or just the
WARP administrator can perform the described fuomcti

2 WARP Service Support

As the WARP Managed Service Platform (WARP-MSRaigely based on Microsoft
SharePoint, the layout and appearance of the systeasily customisable, both by a
WARP Operator for the entire WARP instance, andhblyvidual WARP members for
their particular account. This guide will only stathe default views supplied initially
when a trial commences.

The default configuration provides support forthlee of the WARP services. After
logging in using their username and password, aW&RP member is presented with a
homepage similar to the one shown in Figure 1.
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View AllSite Content
Documents |

| | wARP Membership and Meetings
Subject

ow in this view of the WARP Membership and Meetings” discussion board. To create & new item, cick "Add new discussion” belon.

13/02/2008

¥ 12/02/2008

new event

v 12/02/2008
12/02/2008

08/02/2008

s 24/01/2008

{3\, 3557 - Multiple AIX 2dvi
& 350

on January 23, 24/01/2008

{3\, 3547 - Microsoft Security Advisory Notification 16/01/2008

Figure 1

It is likely that your WARP will have been customisto show some branding, but the
layout will be similar to that shown. The follovgrsections highlight the areas of the site
that support each service.

2.1 Filtered Warnings

Each user is shown a list of links to the latestnivegs that match their filter selection,
shown in Figure 2.

Recent notifications for alang

W), 33566 - Microsoft Security  14/02/2003
== Bulletin Summary for

February 2008
| 3567 - APPLE-SA-2008- 14/02/2008
= 02-11 Mac 05 X v10.5.2

and Security Update

2008-001

@ Critical Advisory: 13/02/2008
Microsoft Word
Unspecified Memory
Corruption Vulnerahility

W) Microsoft Security Bulletin 12/02/2008

- Snmmare fne Fehrame

Figure 2

Clicking on one of the links will display the fullarning. Clicking on the title of the list
(Recent notifications for ...) takes the user toRiieered Warnings Application (see
section 12) to allow filter settings to be changed.
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2.2 Advice Brokering

There are two facilities that together supportAldeice Brokering service, see Figure 3.

Homey GoodPractice  Incdent Reporting

View All Site Content

The
Documents

Announcemeni
n Shared WARP I —

Documents There are currenty

Lists Add new anno
= Calendar
Discussions

WARP Member
= Security - Technical T

Subject
= Security - Policy and
Procedure Does anyone have
= WARP Membership and 2dd new discu
Meetings
] Recycle Bin Calendar
1TINAONR O0nn 1
Figure 3

From the quick links section on the left hand fléthe page discussion areas can be
accessed. Three generic discussion areas arecttwatiefault - the WARP operator can
add or remove discussions specific to the WARP camty.

There is also a tab that opens the Good Practisitery. This area stores high level
descriptions and links to information providing Gld@ractice advice on a number of areas.
A directory structure is provided by default thah@ssist in providing information - the
WARP operator and WARP members can contributeisoaitea to make it more relevant
to a specific WARP community. The default contertvided is sourced from CPNI,
BERR, SANS and the ICO.

The best way to access specific information frors #inea is using the search facility.
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2.3 Trusted Sharing

Clicking in the "Incident Reports” tab gives accéssn area designed to support the
Trusted Sharing service, see Figure 4.

Warning, Adyice and Reporting Point > Incident Reports

| ¥@  Incident Reports
Yiew All Site Content | ‘ Wi Incident Reports
Documents | | Mew - | Actions ¥ View: | All Issues
4 [S)!‘Z’Jfﬁg‘:zﬂp | [0 e IncdentDate  Incident Type Suspected Motive  Suspected Attacker  Severity or Impact Released
- Unlocked doors after fire alarm test 28/12{2007 Unauthorised Access Personal Use Unknown Mo Impact or Loss Yes
::endar | ‘ Uncontralled data removal via Pen Drive/MP3 Player 31/12{2007 Acodental Dats Loss Personal Use Insider Moderate Impact or Loss ‘fes
Discussions |

® Security - Technical

= Security - Policy and
Procedure

= WARP Membership and
Meetings

| 2] Recydle Bin |

Figure 4

WARP members can create new reports, and vieweports that have been released for
the community. When a new report is created, tmdyauthor and WARP operator can
view it. This allows some discussion regardingrétlease of the information to occur -
maybe some delay is required before the informdiecomes released. Either the WARP
Operator or the author can decide when to releasecalent report.

2.4 Logging Out

To log out, select “Sign-Out” from the “Welcome <asame>...” menu on the top right of
the homepage, see Figure 5.

Welcome alang * | @

My Settings
\?y Update your user information,

regional settings, and alerts.

Sign in as Different User
Login with a different account.

Sign Qut
Logout of this site.

Personalize this Page
E Add, remave, or update Web Parts on
this page.

Figure 5
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3 Managing Users

Each WARP member can manage aspects of their ogauatinformation, and the
WARP operator can additionally create new userd,dmtete accounts.

3.1 Creating Accounts

WARP Operator WARP Member

Can be performed by

The Filtered Warnings Application (FWA) holds thaster account database. New
accounts can be created by logging into the sensoggy the WARP Operators account
and clicking on a recent warning to enter FWA. cKilig on the “Users” menu option will
display the current users, see Figure 6.

Home
Users
Manage
Q_)M . o You can add, edit and delete users from this page. The system will flag up users who do not have a subscription or at least one device.
fm My Accoun
Add new user
'aM'; Devices
~ Username Notes
MM" Subscription Administrator History Devices Subscription Delete
[ a Search alanb Alan's Admin and sp site owner History Devices Subscription Delete
alang Alan's normal user History Devices Subscription Delete
Notifications . . .
blogsa History Devices Subscription Delete
@Cvarvieu\p demoadmin History Devices Subscription Delete Wﬁ
;C’Eate » demouser History Devices Subscription Delete
derekp History Devices Subscription Delete
User Management
johnh History Devices Subscription Delete
mUsers
PZPExample History Devices Subscription Delste | i

Figure 6

To create a user select “Add new user” and compihetéorm displayed. The “Create RSS
Feed” box should be ticked, in order to allow tlepthy of warnings on the user
homepage. A normal WARP member should be plac#aeiiFWA Subscribers” group,
which is the default. Figure 7 shows a completest ageation form.
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Add/Edit user

Username Newlser

Password R

Confirm password T

DDisable account
[¥] Farce user to change password

Create RSS Feed

Notes User Hotes

Select group membership

FWA Subscribers
D FWA Trusted Peers
D Member News Creator

[ warp Administrators

First Name

New
Surname User
Figure 7

Once the FWA account has been created, it musiidedeto a SharePoint group to allow
access to the SharePoint hosted aspects of theeserv

From the home page, the WARP operator can seldet Settings” from the “Site
Actions” menu in order to modify the SharePointuséyg configuration.
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. | Good Practice | Incident Report

:
| Warning, Advice and Reporting Paint > Site Settings |

|S|te Settings |
Site Information
Site URL: https:/* .warptrust.org/
Mabile Site URL: hitps:/~ .warptrust,org/m/
Version: 12,0.0.4518
|
Users and Permissions Look and Feel Galleries Site Administration

® People and groups

@ Master pages

= Advanced parmissions

Figure 8

There are a large number of SharePoint settingsémabe modified, and users familiar
with SharePoint may wish to perform a number ot@ugsations from this menu.
Changes will become live as soon as the page edsaw it is recommended that those
who are not confident with SharePoint not changgngs from the default. To complete
the user add process, select the “People and droppen from the “Users and
permissions” column. By default the contents ef ttWarning Advice and Reporting
Point Members” group will be shown - for a normaRRP member, they must have
access to this SharePoint group. Select “Add Us$ens the “New” menu, the page
shown in Figure 9 will be displayed.

Warning, Advice and Reporting Foint = Site Settings = Permissions > Add Users

Add Users: Warning, Advice and Reporting Point

Use this page to give new permissions.

Add Users Users/Groups:

You can enter user names, group names, or e-mail addresses. Newlser
Separate them with semicolons.

g

Give Permission Give Permission

Choose the permissions you want these users to have, You can add
users to a SharePoint group (which is already assigned to a
permission level), or you can add users individually and assign them Warning_ Advice and Reporting Point Members [Contribute, Limited Access] =
to & spedfic permission level,

(%) Add users to a SharePoint group

View permissions this group has on sites, lists, and items. ..
SharePoint groups are recommended as they allow for ease of (O E i
permission management across multiple sites. N = J

Send E-Mail
Send welcome e-mail to the new users

Subject:
Welcome to the SharePoint group: Warning_ Advice and Reporting

Use this option to send e-mail to your new users. You can
personalize the message that is sent.

Links and information about the site will be added below your
personal message. Personal Message:

Figure 9

In the people picker box type the username yougkesited in FWA, and clic®. There

will be a short delay while SharePoint queriesRi¢A user database, after which the
username will be underlined to indicate it has heeognised. Deselect “Send a welcome
e-mail” and Click “OK”.
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When you supply the new account information toWW&RP member, it is a good idea to
advice them to add their e-mail address into thear profile, see section 3.3.

3.2 Removing Accounts

WARP Operator WARP Member

Can be performed by

The removal of WARP accounts is the reverse ottkation process - they should be
deleted from the SharePoint group first, then remddvom FWA. Within the SharePoint
“People and groups” page, described in sectionsglict the user to be removed, see
Figure 10.

Warming; Advice and Reporting Paint > People and Groups

People and Groups: Warning_ Advice and Reporting Point Members

Groups | | use this group to give people contribute permissions to the SharePoint site: Warning, Advice and Reparting Point
||= Warning_ Advice and New ~+ || Aetions> | Settinge = View: | Detail View
Reporting Point | SR s 1 -
|| Members [ @ E-Mail Users Job Title Department
AaE % Send an e-mail to selected users,
» \Warning_ Advice and O

Reporting Point Visitors Call/Message Selected Users
Call the ts 7S,

= Warning_ Advice and | the selected use:
Reporting Point

Remove Users from Group
Qwners

Remove selected users from this
= Warning Advice and " SharePoint group.
Reporting Point
Contributors

= More. .,

@ |
| Al People || O & ey
| | &

| Site Permissions |

| View All Site Content

| Documents | & Mewlser
» Shared WARP 2

Documents

5]

Figure 10

Having removed the SharePoint group membershigFiA user can be deleted. Access
the FWA user management page, described in segtigmnd click the “Delete” link next
to the user to be removed, see Figure 11.

WY Ueviees
o Username Notes
MM-,- Subscription Administrator History Devices Subscription Delete
-:| T=rrar alanb Alan's Admin and sp site owner History Devices Subscription Delete
alang Alan's normal user History Dewices Subscription Delete
Notifications . . o
blogsa History Devices Subscription Delete
'ﬁC"Er"iE'\.’ . . . . .
g, -veniey demofdmin History Devices Subscription Delete |
JCFEEI':E 4 demouser History Dewices Subscription Delete
T derekp History Dewvices Subscription Delete
johnh History Devices Subscription Delete
mUSEFE NewUser History Devices Subscription
-'\_jl’: rrrrrr DODFEwvarmnla HictAars Mavricac Ciiherrintinn MNalata |ﬂa 1\2‘

Figure 11
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3.3 Updating “My Settings”
WARP Operator WARP Member

Can be performed by

Each user is able to update their personal infaonan the “My Settings” page, accessed
by click the “Welcome <username>" drop-down mend selecting My Settings, see
Figure 12.

Warning, Advice and Reporting Point > People and Groups > User Information

User information: alanb - fwaauthenticationmembership:alanb

Cloze

_jEl:Iit Item | My Regional Settings | My Alerts

Account fwaauthenticationmembership:alanb

Name alanb

E-Mail f

i

[
[

.COMm
About Me

Picture

Department

Job Title

SIP Address

- Pl mmdamdmmm— s aa | mammame—— L s s 0 - 1

Figure 12

In order to ensure personal alerts work corredtlg, important to provide a current e-mail
address in this section. To make changes cligkeriEdit ltem” option.

If you wish to add a picture to your settings, whould first upload it into the shared
documents area, see section 5.5. The folder “WARRbers” can be used to store
member pictures. Having uploaded you picturekabie it to display it in a browser
window, and then copy the URL displayed in the tmzabar. Insert this URL into the
“picture” field of your user settings. It is imgant to reference only pictures held within
the shared documents area, as the use of SSL arte¢heill cause web browsers to
complain if external references are used.

3.4 Getting Alerts when Content Changes
WARP Operator WARP Member

Can be performed by

It is important that WARP members are able to sgayo date with changing content on
the site, and to support this most areas (be tlseysksion groups or document
repositories) support the “Alert Me” function, déigure 13.
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imey GoodProctie | InodentReportns |

‘__4-| Watnina, adviceand Reporting Point = Shated Bocumsnts:
- Shared Documents
View All 5ite Content | | share & document with the team by adding it to this document library.
Documents | New ~ Upload - || Attions =
® Shared WARP Type  Mame Y| View RSS Feed :
CoCHments : ,_,|.|' Syndicate items with an RSS reader.
7 | WARP Members i
Lists . Alert Me
= 1 avayasecurity <& | Receive e-mail notifications when |
EE| InddentReportvi — iteme change.
L T e
Figure 13

The “Alert Me” facility will send e-mail notificatins when changes are made to a folder,
document or discussion group. You can chooseufrgoeive notifications immediately,
or as a daily digest. You can view, modify, oredelyour alerts by selecting the “My
Alerts” option from “My Settings” (see Figure 12).

4 Filtered Warnings

The Filtered Warnings service obtains a live feedif CSIRT-UK, a service operated by
CPNI for the benefit of national infrastructure wmmers. This is the same feed that is
provided to other security initiatives, such as Gate Online. The warnings provided are
from generic vendor and CIRT sources, and whilsy ire probably applicable to all, they
will not be specific to a WARP community. Commuyrspecific warnings must be
created by a WARP operator.

4.1 Viewing Warnings

WARP Operator WARP Member

Can be performed by

Warning articles sent out via a WARP's filtered niags service can be viewed by
clicking on the links displayed in a user's homgg@a\Warnings are classified in severity
from “Normal” through to “Critical”. The classifation of CSIRTUK (CPNI) sourced
advisories is automatically set based on an algorihat takes into account the potential
surface area of any attack that the problem alloMa. example, a serious flaw in Internet
Explorer on Windows will be critical. A seriousfl in Firefox on HP-UX will not be
classed as critical because few people actuallytruibis important to understand that the
automated warnings are classified in this manner.
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The icons shown beside each entry in the receiftaations list denote the source and
severity of the warning article, as shown in thiéofeing table:

From CSIRTUK From other sources

HNciitca & critica
A hign & g
B normal Kl normal
BN ow &l ow

Each warning heading on the home page is a liikiob on it will display the full text
for the warning concerned, see Figure 14.

Figure 14

Use the browser back button to return to the hoagep Clicking on the title of the
filtered warnings box (the “Recent notifications teser ...”) will display a list of all the
latest warnings on the system - this list is uefét], so the user can view other warnings
that have been issued, see Figure 15.
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Figure 15

4.2 Updating Your Subscription

WARP Operator

WARP Member

Can be performed by

When viewing a warning or the list of recent wagsna menu is shown that allows the
modification of the settings used to supply filgekgarnings to the current user. To modify
the current subscription click on the “My Subsaopt menu option. A tree structure will
be shown that represents the warning categoriesiich you may subscribe for your

WARP, see Figure 16.
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Figure 16

Follow the onscreen instructions to expand andapsk tree branches and subscribe to the
desired categories. Click “Save” to update thesstption. An updated tree subscription
is applied to new Warnings - items already showthenWARP home page for the user
will remain unchanged.

4.3 Changing Alerting Options
WARP Operator WARP Member

Can be performed by

In addition to the list of recent Warnings showntlbea WARP homepage, it is possible to
receive Filtered Warnings via e-mail. From the mesed in section 4.2, select “My
Devices”, this displays the current Warning delwveptions in use. By default, new users
will have a RSS device created - do not modifyesnove this device, as it is required to
make the warning list in the homepage work, sear€ig?7.

Figure 17

To add e-mail alerting click “Add Device”, seledther HTML or Plain-text e-mail from
the drop down box, and enter a valid e-mail addiresise field provided, then select “Add
Device”, see Figure 18.
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Figure 18

HTML alerts look very similar to those viewed ondi but some users’ e-mail systems
may be unable to receive HTML e-mail, in which cpken text can be used instead.

4.4 Searching Warnings

WARP Operator WARP Member

Can be performed by

The homepage includes a search function that carséx to search for content within the
WARP website. This search function does not intiexFiltered Warnings service. To
search for text within the Warnings, you should teesearch box displayed when you
view a full warning text or the list of recent Wargs.

4.5 Creating Warnings

WARP Operator WARP Member

Can be performed by

Some warning information is automatically createdasfeed from CPNI. When WARP
specific warnings are required, they can be crelayeitie WARP operator. Details of the
procedures to be used can be found irFW&\ Operators Guide
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5 Advice Brokering

Two aspects of the WARP site support the AdvicekBrimg service, the Good Practice
repository and the discussion groups.

5.1 Reading and Searching Good Practice
WARP Operator WARP Member

Can be performed by

The Good Practice repository provides an indexexhge area where WARP members can
obtain documents and white papers that discus @videaon various areas of information
security and assurance. The area is structuredasted folders, much like the files on a
disc drive, see Figure 19.

Figure 19

The top-level folders open to show lower level sgb§. Each subject area contains
individual entries, see Figure 20.

Figure 20

The default content provided by the trial platfarmludes Good Practice information from
CPNI, BERR, CESG, ICO and SANS. This content insif a précis of each document,
and a link from which the full document can be dmaded, see Figure 21.
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Figure 21

The folder structure in which the Good Practiceuhoents are stored can take some
getting used to - an easier way to find informationa specific subject is with the search
utility. The search box at the top right of thegeavill return results based on a full index
of all the WARP site content, except for warningsq section 4.4).

5.2 Adding Good Practice Information
WARP Operator WARP Member

Can be performed by

Each WARP community will have specific requirementth regards the type of Good
Practice information they require. The defaultteomis not intended to be prescriptive, its
purpose is assist and prompt a forming WARP, and@age the collection of more
targeted information. Both the WARP operator drel\WWARP members can add to the
Good Practice repository, to augment its benefit.

To add a new entry, navigate to the appropriatgestibolder and select “New Item” from
the “New” menu. A new entry form will be displayethe body of which can include
formatting and links. It is also possible to altélse new document itself to the Good
Practice entry - useful if the document is not rtaimed publically on the Internet.

Entries can be edited, and potentially deletedalbo WARP members. The Good Practice
area is intended to be moulded by the membersedMARP into a community specific
resource. WARP members can create new foldersnittlle Good Practice repository, but
only the WARP Operator can delete or rename folders

It is a good idea to use the Discussion Groupsthange opinions between members
regarding the addition or removal of Good Practiaetent, thus allowing any changes to
get an endorsement from the WARP membership.
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5.3 Using Discussion Groups

WARP Operator

WARP Member

Can be performed by

The discussion boards are accessed via the linkiseoleft of the home page, and example

is shown in Figure 22.

Figure 22

Most people will be familiar with the operationtbfeaded discussion (bulletin boards),
so the operations of creating topics and postiptie® will not be laboured here.

WARP Members can start new discussions within aaad reply to posts made by
others. Information posted onto the discussiondss indexed, and can be searched.
WARP members cannot delete posts to the discubsiards, but the WARP Operator can.

5.4 Creating a new Discussion Board

WARP Operator

WARP Member

Can be performed by

The WARP Operator can create additional discudsaards that can be used for topics
more specific to the WARP community. To createew iliscussion board, click the
“Discussions” heading from the left menu. From shenmary page click “Create”, see

Figure 23.

Page 19 of 23



WARP Managed Service Platform Guide V2.0

Figure 23

From the “Create” menu select “Discussion Boardijch is in the “Communications”
column. Supply a title and a brief descriptiortted purpose of the new discussion board -
these will be displayed when the board is usedecEB®isplay on Quick Launch, to ensure
the new discussion board is accessible from therlehu on the home page, then click
“Create”, as shown in Figure 24.

Figure 24

5.5 Using the Shared Documents Area
WARP Operator WARP Member

Can be performed by

The shared documents area can be used as a filgtorg for WARP members - perhaps
to prepare documents prior to inserting them inGloed Practice repository. The Shared
Documents area allows the creation of a tree stradity adding new folders (see Figure
25). By clicking on a document a WARP member @adr edit or delete the current copy,
as well as reserve a document for exclusive updates
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Figure 25

To enter a new document, click on “Upload” and lsevo the file to be added. A
document title and description can be specifietl.uploaded documents are automatically
virus scanned by the SharePoint system.

6 Trusted Sharing

In order to facilitate the Trusted Sharing servibe, WARP Managed Services Platform
includes an incident reporting section, with sonoekftow to allow the careful release of
sensitive information.

6.1 Creating An Incident Report
WARP Operator WARP Member

Can be performed by

To create a new incident report, open the “Incideeyporting” tab and click on “New
ltem”.

Figure 26

The incident reporting form allows the details ofiacident to be recorded, and includes
some drop down fields that can enable easy seagréhirspecific type of incident at a later
date. Links can be included in the Incident Dsthéld to enable reference to external
information. When completing the form initiallygliReleased” box should be left
unchecked. This means that only the WARP Memlmdrdreated the report, and the
WARP Operator will be able to see the incident repothe list, an example form is
shown in Figure 27.
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Figure 27

6.2 Viewing Released Incident Reports

WARP Operator WARP Member

Can be performed by

The standard view of the incident reports shownmdé&/ARP Member or WARP
Operator clicks on the “Incident Reporting” talidigll reports that are either released, or
unreleased but created by the current user. Hmagied incidents can be sorted using the
columns at the top of the list and displayed bgkitig on the incident title. NOTE:

Incident reports do not get indexed by the seaystem.
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6.3 Editing and releasing Incident Reports
WARP Operator WARP Member

Can be performed by

The WARP Operator can view unreleased incidentrtefy selecting “Unreleased” from
the view drop down box, see Figure 28

Figure 28

The WARP Operator can also edit unreleased repéifter discussions with the WARP
member that created the report, and possibly sdraeges to the text (which the incident
report author can see prior to release), the WAREr&or will tick the “released” box to
make the report viewable to all.

Where a WARP member wishes to keep anonymity, tillitvishes to share information
with the WARP, the WARP operator can create ardei report on the members behalf,
ensuring that no information is used that coulahithe the member.

History

Version Date Description
V0.1 24/01/08 First Draft
V1.0 1/2/08 First issue
V2.0 18/2/08 Second issue, updated for featureshfr
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