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References

For the purposes of this guide, the following references apply:

None

2 Definitions and abbreviations.

2.1. Definitions
For the purposes of this document, the following terms and defindioply:
A Notification: Any communication created and distributed i@ EWA is referred
to as a “notification”.
2.2. Abbreviations

For the purposes of this document, the following abbreviations apply:

FWA Filtered Warnings Application

s Internet Information Services

CPNI Centre for the Protection of National Infrastructure
SMTP Simple Mail Transport Protocol

SSL Secure Sockets Layer

WARP Warning, Advice & Reporting Point

3 Introduction

The Filtered Warnings Application (FWA) allows the distributafdT security
information to users.

This guide is aimed at the operator of a WARP who is using EMprovide the filtered
warnings aspect of their WARP service. Separate gdieesibe the facilities available to
an FWA subscriber (the WARP member), and the softirestallation procedure.

This guide is divided into four sections:

Overview — A high-level overview describing how notificatioas e created,
filtered and distributed using the FWA.

Initial Tasks — This section describes the activitiegired to get the FWA up and
running.

Daily Operations — This section describes the activiiasthe FWA operator will
perform most often.
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Advanced Topics — This section describes additional featiiaésome operators
may wish to use, for example peer-to-peer operation.

4 FWA Operations — An Overview

4.1. FWA and WARPs

WARPs have been shown to be effective in improving inftionasecurity by stimulating
better communication of notifications to end-users. This lsasppompted a growth in
information sharing and advice brokering within the WARP comnesmit

The Filtered Warnings Application is a software packade. dpplication enables the
WARP operator to produce notifications for the community withéetatemplate. The
application filters out unclassified information and enabiieseind user to receive only the
security information relevant to their needs and interastgetermined by the categories
selected within their profile. This profile acts as tefil ensuring that any notifications that
do not fit into the user’s chosen categories are not sengitm th

The FWA will allow members to easily modify and maintaieittprofile, whilst giving

the WARP operators overall control of categories. The FaN#&nnels all requests for new
categories and information through the WARP operators, whthearprocess requests in
collaboration with the WARP network to maintain the integoityhe peer to peer
operation.

Although the FWA is not essential when running a WARP, it doegge benefits that
enable the community to share information with a much waddrence.

4.2. Types of FWA User
There are three main categories of User.

WARP Administrator - is the highest level of user who has full acceskadtck office
system and can maintain and change code and content. Bh@gponsible for the
provision of the content of the system and will approve andlliserthe notifications as
well as create users.

FWA Subscriber —is a full member of the WARP communityho subscribes to the
FWA service. The subscriber also has the ability to rapfmtmation and to post news
that the operator will approve and publish where relevanty @reeable to decide their
own level of subscription and maintain their own devices and erofil

FWA Trusted Peers —are remote FWA systems that may be running on the samer serv
as another instance or at a remote WARP. They can be tddkalv the exchange of
notifications between FWA instances and WARPSs.
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4.3. Modes of Operation
The FWA can be operated in two ways:

Standalone Operation— occurs when a single WARP is running the FWA for its own
community. This ensures that all information on ‘incidergsetained within the
community and sharing occurs within a tight group and not outselgroup.

Peer-to-Peer Operation -occurs when the FWA is linked to the FWA systems belonging
to other WARPs thereby forming trusted relationships via-fiepeer networking. This is
described in more detail in section 7. The advantage ofsttisi notifications can be
passed between the different WARP communities and the watemunity can learn from
other communities’ experiences. Operating resources canealdwmbed and pooled to
provide out of office cover to the WARPs within the network.

5 Initial Tasks

This section details the tasks that the WARP operatbneed to perform to fully
configure the FWA, following the installation of the softwaBmce these tasks have been
completed, the operator will be able to provide a notificatiendgce to the WARP users
and also be in a position to set up the additional functigraflipeer-to-peer networking.

5.1 Logging in for the First Time

After completing the installation of the FWA softwarteisinecessary to install a valid
license, and to set the Administrator password.

5.1.1 Installing a License

About the license

Each WARP receives its license to operate from CPhNdease is required for the
application to work. Each license is unique to the WARP itieas assigned to and they
are not interchangeable between WARPSs.

CPNI currently provide the licenses for all approved WARR=® [icense is not available
on-line but will be sent to you as an .xml file. The file namght be prefixed with the
warp name e.g/iourwarp.xmi

When you receive the license file, you will need to savédilénéo a folder on a local hard
drive.
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Installing the license

Once you have installed the software, the license scrdggure 5.1.1a will be displayed.
It will prompt you to select your license file.

Fig 5.1.1a — License screen

Using theBrowsebutton select the license file from where you have sawadtite local
hard drive.

Click Upload.

Having installed the license file, the Web Application Logone®gn will be displayed
(Figure 5.1.1b).

Fig 5.1.1b — Login Screen
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5.1.2 Changing the Administrator Password

When logging in for the first time the Administrator passwisrdlank, and you are forced
to set one. Login as follows:

UsernameAdministrator.

Leave the password field blank.

Click Logon.

You will now be prompted to change the administrator passwagdr@=5.1.2a).

Set a new password for the system (a minimum of six ctemsais required). The
characters should be a mixture of alpha and numeric and includeamgblower case.

Click Save.

Fig 5.1.2 a — Changing the Administrator Password
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If you wish to change the Administrator password in subsequssibss, select the “My
Account” option from the menu on the home page, which will taketyg the user settings
(Figure 5.1.2b).

Fig 5.1.2 b — Modifying the Administrator Account

To modify the password, ticRhange Passwordnd enter and verify the new password.
The password will be modified wh&aveis clicked.

Page 7 of 50



FWAQperationsGuide

5.2 FWA Operators Home Page Familiarisation

Once you have changed the Administrator password and instdibeshse file, you will be
taken to the Filtered Warnings Application Home Page (Figtg

Fig 5.2 — Filtered Wangs Application Web Home Page

The navigation menu is automatically tailored depending on theofypser that is logged
in. Administrators will see all menu options, whereas atisers will see a more restricted
menu.

In addition to the management options, similar to a useuatcthe FWA allows all levels
of usergo modify their account, subscriptions, and devices and to useaineh facility to
find previous notifications.

The main page lists the latest notifications, which fora imstallation will be empty. It
also provides links for creating new content.
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5.3 Importing a Tree
About the Tree

The Filtered Warnings Application allows users to set up sopai profile. This profile is
used by the system to tailor information that users rec&tve profile is based on a set of
drill down categories or a tick list. This list of catageris called the subscription tree.

Two types of tree are available to download, one for lochloaities and another for
business.

Saving the Tree

Before you can import the tree, you will need to downloadstitscription tree CSV file
located here:

(Tree for businessegjtp://www.aviusexperience.com/FWATreeStandard.csv

(Tree for local authoritied)ttp://www.aviusexperience.com/FWATreelLA.csv

You will need to save this to your local hard drive.
Importing the Tree

To import the tree sele@ree Managemeritom the menu and then seldeiport or
Export treefrom the tree management page, the screen seen in bigares displayed.

Fig 5.3a — Tree Management

SelectBrowse.
Locate the tree CSV file that you saved in the previous step

You must select the tick box to agree to the terms and comslitiefore continuing with
the import.

SelectUpload.
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If the import is successful, the imported tree will bepthyed, see Figure 5.3b.

Fig 5.3t - Tree Management Ma

The tree can be amended by adding and deleting subcategorids &ehalso referred to
as “Children”). This process is explained in more detaiettien 6.6.

A user will have the option to select and deselect categonly. This is done on-line. The
default for all new users Bll Categories

54 Creating Users
User sign up requests may be received through a variegnohanication mediums.

The operator must create users and allocate them witlpphnepmiate role to enable the
user to access the Filtered Warnings Application.

To create a user, selddsersfrom the navigation menu and then sekdt new usefrom
the users page
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Fig 5.4a — Add USareen
The Add Userscreen will appear as shown in Figure 5.4a.

In the main screen enter a username for the new usere &are no restrictions on the
format for the username you create. However, the usemihmeed to be user-friendly
as this is how they will log into the system.

(Firstname.surname, initial.surname and inititalsurname are all swet&tnimats)

Enter a password for the user, a minimum of six charaisteegjuired and should be a mix
of alphanumeric, upper and lower case.

The two check boxes allow you to choose whether the userchmusgie their password at
the next login and whether or not the account is disabled.

There is an opportunity to enter some notes about the user (compatignpesbjects
interested in, etc). These notes are for administration purpageand will not be visible
to the end user themselves.

Select the role of the user using the check boxes on the fitite screen. You can choose
from “FWA Subscribers” or “WARP Administrators”, dependingtbe access rights you
wish to allow.

When you are happy with your submission seSzote user changes.

You will then be taken to th®et subscriptiopage for the user as shown in Figure 5.4b.
This allows you to decide on which categories they wikiescribed to.
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Fig 5.4b — Set subscription page

5.5 Notification types

One task that is required before notifications can stdo¢ foroduced is to set permissions
for the different notification types. By default, all permiss are off, which means even
users in the Administrator group are not able to create naiifica

You must specify which groups are able to author and approve whi@batmn types.

To do this, open thNotification typegage (Figure 5.5a) by selectiNgtification types
from the main menu.

Fig 5.5a — Notification types page
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Select the notification type you want to apply permissions tdibking the appropriate
link.

You will then be taken to the Notification type editor wdhgou can apply permissions.

Fig 5.5b — Set notification type permissions

For each group, select whether they will have permissionttma(create) this type of
notification and if they are able to approve notifications «f type for distribution.

Once you have finished setting the permissions, 8eketo apply the new permissions.
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5.6 Customising FWA Appearance

As with all web-based applications, the appearance oftthean be modified as required.
Logos and colours can be changed and styles modified. Waeoftware has been
installed, the default style will be seen (Figbrga)

Fig 5.5a — FWA Default Style

5.5.1 Replacing the Default Image Files

The default FWA logo image file is called ‘logo.png’ and ikdsated in the FWA virtual
directory. In a typical installation that will be ‘C:dram Files\Filtered Warnings
Application\www\lmages’. Replacing this will change the tdp meain FWA logo.

Hit the refresh button of your web browser. The new imaeppear.

5.5.2 Themes

Version 5.0 of FWA introduces support for ASP.NET Themes. Bhaspowerful and
flexible way of styling a web application. Each theme talle its own style sheet.

FWA ships with several themes that can be used or youreateg/our own theme to
tailor specific graphical elements.

The location of the themes directory in a default indialkais:

C:\Program Files\Filtered Warnings Application\www\App_Themes
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Within this directory there are several other directoeash represents a different theme.
For example the directory named ‘blue’, contains the style sieeeted to produce the
‘blue’ themed FWA.

Only one of these themes can be used at any one time.

To change the theme that is being used, you must changestigheme’ value in the
web.config file, which by default can be found here:

C:\Program Files\Filtered Warnings Application\www\web.config

<addkey="UseThemevalue="bluée' /> The value should be changed to represent
the name of the directory containing the theme you wish to use.

For example if you created a new theme directory called TM&me’, the line
should reacaddkey="UseThemeévalue="NewThemé />

To create a new theme, copy one of the existing theme elitories and rename it to the
name of your choice. You will need to modify the existing StgEheet.css file as
opposed to creating one from scratch as it contains vital positing detail.

5.5.2 Modifying the Style Sheets

Once the ‘UseTheme’ value is set to point to the dirgatontaining the theme you wish
to use, you can modify the StyleSheet.css file to begitousation.

In order to do this you will need to have a knowledge of char@8§ style sheets (either
by the use of a CSS Editor, such as Macromedia DreamWeatkrough the use of a
text editor, such as MS Notepad).

Once you have finished modifying the style sheet valueglgisave your changes and hit
the refresh button of your web browser to see the changes.
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5.6 Set configuration options

FWA 5.0 provides an administration options page which providesaecustomisation
features. To view the options page, se@ptionsfrom the main menu. The options page
will then be displayed (Figurg.6a):

Fig 5.6a — Options page

Home page message The content of this rich text input box will be displayedtan
FWA home page when users log in. Modifying the content widMalyou to provide a
custom message to your users.

Password complexity regular expressior This option allows you to provide a regular
expression that will be used to check passwords when aigsemup and when users are
created through the FWA interface. Should the user’s passwordambtthe requirements
of the regular expression they will receive an error ngessa

If this option is left blank, no complexity requirement widl placed on the password.
By default, the password must simply be at least 6 chasaaotéength.

Technical support link — Providing either a URL or an email address prefixed by
‘mailto:” will add a technical support hyperlink to the heading ba
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Send web application exceptions to this email addressTis will allow the owner of
the specified email address to receive details of angpdians thrown by the application
as a monitoring aid.

When users click “logoff” redirect them to this URL — When users logoff from their
session, they will be redirected to the specified URL.

Enable signup requests allowing anonymous users to apply farembership from the
Logon screen- Ticking this will enable th&ignupbutton on the login screen.

6 Daily Operations

The WARP Operator will, on a daily basis, perform a rangectiities to support the
WARP community. These activities are not prescriptivewaifidzary from WARP to
WARP depending on the individual communities they serve.

6.1 Creating and Sending a Notification

FWA includes four different notification types: Warnings, Advissy News and Member
News. The Warning and Advisory notifications are similgiomrmat. An Advisory would
be used to send a notification about an actual threat — engrahbllities in an operating
system that could be exploited. A Warning would be used tbaddeut less specific
issues, such as hoaxes or virus information. Member Newsased and approved by
WARP members without Operator intervention. The following exarsipéevs the creation
of an Advisory notification.

From the Home Page (Figure 6.1.1a), selrelate > Advisory.
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Fig 6.1.1a — Home Page

Fig 6.1.1b — Creating an Advisory
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The screen shown in Figure 6.1.1b is displayed. From hewe;an issue and customise a
new Advisory. The Warning notification type has identicalids.

Enter a title for your new advisory (This will appear attty@of an email or in an SMS
message).

Select the severity of the advisory. You can choose Banfassified, Low, Medium,

High andCritical. The different levels of severity are reflectedhia colour of the

heading used in the selected email. The levels alsorbkex@nce when using the peer-to-
peer service. If you do not know the severity, leave Wradassifiedbut you should
always try to rate a notification appropriately if you can.

Next, select the categories from the Tree that areaetdw this advisory. The selections
you make will dictate which subscribers receive the notiboat

Use the textbox to enter tispecific Software Affect¢Bor example, if an issue has been
identified in Firefox simply enter “Firefox” and the version raem).

Enter the original source of the advisory.
Enter the impact of the issue described in the aleg. “Eecurity bypass”

Additionally you can enter anflso-Known-Asalues. Many Advisories are known by
multiple tags, depending on the source.

Fig 6.1.1c —Advisory description
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You can enter a detailed description of the alert irDigcriptiontextbox, which features
a rich text formatting toolbar. The content of this box is feemat, and you can include
headings, and URLSs to link to more detailed information.

Placing the mouse cursor over the icons of the toolbar willadispdescription of that
icon. The mode of the text editor can be changed to HTMLelegsng the HTML tab at
the bottom.

Use theDescriptionbox to enter details of the advisory. Include the followingrimiation
in the description:

1. Description: A description of the alert.
2. Solution: Vendor provided solution, if available, or workarounds.
3. ReferencesNote any references.

See the example shown in Figure 6.1.1d

Fig 6.1.1d — Completed advisory

Fig 6.1.1d — Advisory description detail

Page 20 of 50



FWAQperationsGuide

SelectSaveto save the advisory.

6.1.2  Sending a Notification

After saving a notification you will be taken to thepublished notificationscreen shown
in Figure 6.1.2a

Fig 6.1.2a — Unpublished Notification Page
Fig 6.1.2a —Unpublished notification
From here you can:
Edit - Return to the alert details to make amendments.
Preview the notification in one of the following formats (use the dropdown box to
select a different format):
a. HTML - the default format
b. Plain Text format
c. SMS format - Text optimised for sending via SMS
d. XML — The raw XML data

Approve— Send the notification to members.

Delete- Delete the notification.

Page 21 of 50



FWAQperationsGuide

6.2 Using the WARP Overview Area

The WARP Overview Area is a graphical representationefttification system,
whereby arrows illustrate the path taken by the notificatione they are entered onto the
system (Figure 6.2a).

Access the WARP Overview Area by selectidigerview from the navigation menu on the
home page.

Fig 6.2a “-WARP Overview Area

The WARP Overview, as seen in Figure 6.2a, allows yseéothe status of all
notifications within your system.

Notifications can enter the WARP system from one of thoeeces:
1. The WARP operator issues a new notification following thpsstiescribed in
section 6.1.1.
2. Notifications are received from a peer-to-peer link with arrofiaRP.
3. FWA Subscribers creating Member News notifications froair thccount.

When a notification enters the FWA database it is dlagsasUnpublished
Once it has been approved by the WARP operator (see sectibni6id classified as
Publishedand is forwarded to the WARP subscribers.

The WARP Overview Screen also features a link to cre&tenotifications of all
categories from the navigation menu.

The overview screen also displays the number of localneotes notifications that remain
unpublished. This feature is particularly useful when using pepe¢r functionality, as it
is important to know when a remote WARP has fed through notdicaithat may require
publishing.
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6.3 Searching Notifications

To search for particular notifications, load the searcte foygselectingsearchfrom the
main menu (Figure 6.3a).

To perform a basic search, enter some text int@#srchtext box and click th&earch
button. This will search all published notifications by default.

To modify more settings for the search, tick fovanced optionsheck box.

Changing theStateoption will allow you to search for unpublished, published or
superseded notifications.

The Sourceoption allows you to search for notifications received by paerdrusted
sources, tick each of the sources that you want to search.

The Notification typesoption allows you to limit the search to particular types of
notification, select each of the notification types you wiskearch for.

The Resultsoption allows you to limit the number of search resultsamateturned.
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6.4 Revising Notifications

It may be necessary for a WARP operator to amend sothe @iformation that has been
sent in a notification. This may be to update a previousinguor to give further
information about the problem for example.

To revise a notification, selePublished notificationgrom theNotification Overview
screen.

Fig 6.3a —Published Notifications area

From the list of notifications (see the example in FiguBa)s.click on the notification you
wish to change.

This will open the published notification view. SelectiRgvisewill open the notification

for editing; from here you can make modifications to the paignotification, and provide
the reason for revising in thievision Notes

Click the Savebutton to save a copy of the revised natification, the unpublished
notification screen will then be displayed.

To publish the revised notification, click tiAg@provebutton.
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6.5 Using News

The WARP News feature is used to inform WARP subscritieiraportant news
concerning the WARP and any other relevant subjects.

To create a News notification, sel€@reate> Newsfrom the navigation menu.

Enter News information in the relevant fields using the sproeess you followed for
creating an Advisory.

Though similar to the process you used to create an Advisary dhe fewer fields to

complete when creating News. You will need to give yowse title, set the priority of
the notification and select the category the news relates to

Fig 6.4a — Creating a News Notification

Remember if the news is from a news site or mailing tiyou must attribute the news
to its source,and as with creating an advisory, once you have entere@WseselecBave
to save it.
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Fig 6.4b Preview the news

As with all notification types, before you publish news, youmaaview your News
notification (Figure 6.4b). If you are happy with your news raatfon, select the
Approvebutton as per section 6.1.2.
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6.6 Sign-Up Requests

Potential WARP users can request to participate in tARWhby clicking theSignup
button on the FWA login page (Figure 6.5.1a).

Fig 6.5.1a — Making a Signup request

The applicant must then enter their email address and choossveopa that is at least six
characters long.

Fig 6.5.1b — the SignUp request form

After completing the signup form and entering any additional iméion, the applicant
must now click theSubmitbutton.
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The WARP operator will be notified of any new signup requests avinessage on the
home page of the FWA (Figure 6.5.1c).

Fig 6.5.1c — FWA Home Page showing receipt of augigequest

You can review the sign up requests by sele@iggup requestsom the main menu

Fig 6.5.1d — Viewing signup requests from the Navigation M

Clicking theViewlink shows the signup request details (Figure 6.5.1e).
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Fig 6.5.1e — Signup request details

The WARP Operator can choose to approve the request by selestizig User Account,
as seen in Figure 6.5.1e

If you choose to accept the request, you must choose a useorditeriew user and
complete théJsernamedextbox. Accepting a request will automatically genesate
confirmation email to the user.

SelectingCustomise Usewill take you to thdJser Managemergage where you can
modify the new user’s properties as described in sect®a.6
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6.6.1 User Management Operations

Access the User Management page by selettsgysfrom the navigation menu. An
alphabetical list of all FWA users is displayed (Figuie Za)

Fig 6.5.2a — User Management

The first column shows the username, this is the same thatine user logs in to the
system with. Clicking the username link will allow you todify the user’s details from
the Edit userpage. (Figure 6.5.2b)

The second column displays any notes that may have been emtenedreating the user.

The historylink allows you to view a list of the notifications creat®dthe specified user
(Figure 6.5.2d).

Thedevicedink allows you to view the specified user’s devices. Thibe delivery
method for notifications to the user. You can also add or remeviees on the user’s
behalf (Figure 6.5.2e). Please see section 6.7 for mareriafion on Device
Management.

Thesubscriptionlink allows you to set the subscription for the specifiest (Bigure
6.5.2c). When a new user is added to the system, thidyendubscribed tall Categories
by default. The user can change this once they are famittathe service by logging in
and selecting/ly Subscriptiorfrom the top navigation bar.

Use thedeletelink to remove the specified user from the system.

The following icons may be displayed at the end of the rowa iaser:
éﬂ -Means that the user has no subscriptions.

& -Means that the user has no devices.
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Fig 6.5.2b—Modifying a user
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Fig 6.5.2c-User Subscription Account

Fig 6.5.2¢User’s Notification Histor

Fig 6.5.2d -View a user’s notification history
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Fig 6.5.2e-View a user’s devices

6.6.2  Groups

Groups are a way of categorising the FWA users.

The default groups are
1. FWA Subscribers
2. WARP Administrators
3. FWA Trusted Peers

Page 33 of 50



FWAQperationsGuide

Fig 6.5.3a-Groups
To add additional groups to your system, selecGtmipsoption from the navigation
menu and theAdd groupfrom the groups page(Figure 6.5.3a)
You can see the total number of members for each group.
To delete a group, click tHeeletelink.

To create a group click ti@reate Groupbutton.

Fig 6.5.3b-Creating a group
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Enter a name for the new group (Figure 6.5.3b).

Click Createto save the changes and the new group will be creatad¢Fags.3c).

Fig 6.5.3c-Creating a group

To add members to a group, click thember of membeltsk next to the chosen group

6.7 Tree Management

Once you have imported your tree (section 5.3), you may fatdythu need to make some
adjustments to the tree such as adding/deleting categbieanight be in response to
user feedback or the result of a peer-to-peer link (s#®se/ for more information on
peer to peer links).

To modify the subscription tree, chooBee Managemeritom the navigation menu. This
area allows you to rename, add and delete entries fromrgeurThe tree hierarchy is
based on a Parent/Child model and this is reflected in ¢heimg. The word ‘Children’ is
used to represent the branches of the tree.
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Fig 6.6a-The subscription tree

The number in brackets at the end of each entry indicatesithber of users that have
subscribed to that branch.

Each branch can be selected by checking the appropridiattgn next the category.

You can delete a category, and all branches underneath gt rga by selecting the
relevant category and pressing eletebutton.

To rename the items, select the item from the treeerlBrmew name for the item and
click theRenamebutton.

To add a new entry, select the parent that you wish tiveen&y to be put under. Enter

one or more new children to go under that parent.
When you are ready to add the items, clickAkld button.
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Fig 6.6b-Adding Items to a Tree

In the example shown in Figure 6.6b, the new iWmdows Vistawvill go under theMS
Windows Operating Systeroategory after we press tAedbutton.
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Fig 6.6¢c — Showing new branch added

Please noteExtra care must be taken when using peer-to-peer linksdér tor a remote
WARP to receive notifications via peer-to-peer, the categamder which the
notifications have been published must match. This meang#RPs wishing to
establish peer-to-peer links must have matching subscriptees-+ please see section 7
for further information.

6.8 Device Management

As seen in Section 6.8Janaging Usersa device is the delivery mechanism for sending
notifications to a user. Each user can select the meftaelivery most applicable to
them (Figure 6.5.2e).
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Device Management is accessible by both WARP Administrator$hee user — and both
have permissions to amend the delivery mechanism.

Administrators - will select from the navigation metusers Once you have identified
the user, by scrolling, select tBevicesoption.

Users- will selectMy Devicesrom the top menu bar.

This will take you to the screen shown in Figure 6.7a.

Fig 6.7a — Add New Device

You can then add devices by selecting ‘Add New Device'.

Fig 6.7b- Drop down list of types of devices that be added

As per Figure 6.7fthe FWA can deliver notifications to a preset list of desias follows:
1. HTML E-mail. The user can receive HTML formatted e-mails. Type énetfmail
address and seleCreate(Figure 6.7¢).
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Fig 6.7c- Creating a HTML e-mail device

2. Legacy e-mail client (plain-text). Plain-text e-mails are intended for users that
have restrictive inbound e-mail policies. Type in the e-adidlress to receive the
notifications and presSreate.

3. Peer-to-Peer. This device must be set up for peer-to-peer networking. Thge t
address of the remote WARP that you need to establish-#@gapeer link with
and pres€reate(Figure 6.7d).

Fig 6.7d — Adding a Peer-to-Peer device

6.9 Rule Management

Rules can be date and time specific, and will alssmathe automatic distribution of
notifications that have been passed through the peer-to-pa@rkeTthis is helpful during
out of hours operation and also during holidays.

Rule management is accessible from navigation menu (Fig8a¢ and is listed &ules.
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Fig 6.8a — Available rules

Click Create New Rulbutton, the Rule Editor screen is displayed (Figure 6.8b).

Fig 6.8a-Rule Management

Fig 6.8b-Editing a Rule

Fig 6.8b — Rule editor

Enter a name for the new rule and selawable this rule.
Select the notification types that this rule will apply tal @ahe priority level that must be
exceeded before the rule is met.

Click the Add scheduldink to set periods of time when this rule will be activey(ife
6.8c).
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Fig 6.8c-Adding a Rule

Specify if the rule will applyDaily or Weekly Daily schedules can occur multiple days
during a week, weekly schedules only occur once a week. Eacbftgpkedule allows
you to specify a start time and duration.

You can specifya Start timeand aDuration that the rule will be active for. By specifying a
start time and duration you can make the schedule apply feratdéwurs or even days.

You can specify individual days that the rule will be actore If the duration crosses over
into a new day, that day does not need to be selecteil,apply implicitly.

Click Saveto save the new schedule and return to the main rule page.

Click Saveagain to save the new rule.
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Rules can be applied to your trusted sources to control theoflomeoming and outgoing
notifications.

Figure 6.8d shows the trusted source rule grid, this is osaltbtv or restrict rules from
being applied to particular trusted sources. Rules are shoveohiailly and Sources are

shown vertically. By ticking a checkbox the rule will applyhattsource, an unchecked
box indicates the rule will not apply to that source.

Fig 6.8d — Trusted source rules
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6.10 Access Log
The access log shows the login history of the FWA users.

From the main menu, sele&tcess LogThe Access Log will be displayed as seen in
Figure6.9.a

Fig 6.9a - Access Log

This screen lists all of the access attempts — thesgade and time stamped and also
includes unsuccessful login attempts.

The Clear button will remove all entries from the log.
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7. Advanced Topics

7.1. Peer-To-Peer Operation

7.1.1. Overview

Peer-to-Peer Operation allows WARPs to exchange notditeind enables a WARP to
subscribe to another WARP through a trusted relationship. Tikesthe WARP a
member of the neighbouring WARP community.

By setting up a trusted relationship with another WARP, icatibns can be exchanged in
the same way that they are exchanged with the existing RMABMbers. The benefit is
that the receiving WARP can then distribute the notificatd their communitySetting up
the ‘trust’ acts as a trigger for a ‘shared key’ tormerted into the code, thus acting as a
digital signature.

The FWA will decipher the key and recognise the notificatioarggnating from a trusted
source. The notification will then be accepted and queuedhetdnpublished
Notificationsawaiting approval from the WARP operator.

7.1.2. Configuring

In order to send or receive notifications across the peer-tdipkgou need to set up a
trust with the remote WARP. This ensures that notificegtithat you send are identified as
being from a trusted source and will be accepted by thetee'iARP.

Enabling trust between the WARPs allows you to manage theteesyistems your system
will trust and define rules for processing notifications fromate WARP systems. If the
trust does not exist — any communication will be rejectsde-Section 7.1.3
Troubleshooting.
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Configuring Peer-to-Peer

The first step in configuring a peer-to-peer setup is tatlaeldrusted source that you wish
to share information with. This is done by selecfiingsted Sourcesom the main menu
and then clickindAdd new sourceTheAdd trusted sourcpage will be displayed (Figure
7.1.2a)

Fig 7.1.2a —Adding a Remote WARP for peer-to-peanection

You can make your system trust additional sources of notificatipasiding them with a
URL or certificate file. To add another FWA select thgV& URL" option and then enter
the URL for that FWA system. e.gttp://www.server.com/fwa

Click Addto finalise adding the new trusted source.

You will then see th&@rusted source editgrage (Figure 7.1.2b) which allows you to
configure the interaction with the remote WARP.

The remote WARP must also perform the same actions tdesadrust to be initiated.
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Fig 7.1.2b —Trusted source editor

Should you wish to send notifications to the remote FWA that oe&ain requirements,
select theSend notifications from the following categories to this sobmeand select all
of the notification categories that you wish to send fronsthescription tree.

Decide upon the categories that you wish to share and/ovean&rmation on
with the remote WARP.

Once the categories for sharing have been agreed, thegereatenust be spelt
identically in both of the WARPSs Subscription trees (thetlonsand case of the
items do not have to matcHA)he default is subscription to all categories.

SelectAccept notifications from this sourdeyou wish to be able to receive incoming
notifications from the remote WARP.

SelectingForward notifications from this source as if they originated heiteforward the
notification to your subscribers as if it had been publishedlin

When you have configured the relationship with the remote WARIK, Save

Once peer-to-peer networking has been established sucogsstifications from the
remote WARP connection will be shown by selecting the approphf&RP in the
Remote Unpublisheskction of the Overview page (Figufel.2c)
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Fig 7.1.2c — Remote Notifications Awaiting Approval

7.1.3  Troubleshooting
A Peer-to-Peer link may cease to function properly foersdvreasons including;

a) The Remote WARP may have recently mandated the use ofi®®hich case the
device for the remote warp user account will need to be moddiade the
“https://" prefix.

b) the URL address of the remote WARP is no longer the santiee 6#\WA service is
not running there — contact the remote WARP operator to VéRfly details
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7.2 Statistics

To view system statistics seletatisticsfrom the menu, see figure 7.2a. This area shows
key statistics for the FWA system:

How many users have subscriptionrsThis will display if the user has a subscription and
how they are subscribed

How many users have one or more devicet/ae this to see an overview of how many
users are yet to specify a device

How many published notifications were generated localyhis allows you to compare
the number of locally generated notifications to those reddinom a trusted source

Breakdown of devices by typeThis allows you to view the number of devices by
percentages of type

Fig 7.2a — Statistics View

Fig 7.2a — FWA Statistics
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