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1 Scope

This document provides an overview of the key sgcureasures that should be taken to
ensure that the WARP deployment:

I. employs ‘good practice’ protection from Internetsh® attack, either deliberate or
via automated means.

ii. correctly controls WARP members and administrataceas to a WARP system.

lii. protects data stored within the WARP system to enthat WARP members may
report sensitive information with confidence.

These measures relate to the three core WARP senkdtered Warnings; Trusted
Sharing and Advice Brokering. This policy documbas been kept deliberately brief, in
order to highlight the key points without recoutseninutia that could detract from its
purpose.

2 Definitions
For the purposes of this document, the followinrgheand definitions will apply:

« WARP Server A Windows 2003 server, running IIS, SQLServer 2000
and SQL Server Notification Services, that may be
accessed via the Internet.

« WARP Server An authorised person with administration accesbéo
Administrator ~ operating system of the WARP Server.

* WARP An authorised person having ‘master’ access to the
Administrator ~ WARP server and responsibility for managing WARP
membership and content. This person is also liteelye
the owner of this security policy.

« WARP Member An authorised WARP user who receives alerts and
contributes information.

3 Background

A successful WARP is based on the building and teasnce of trust within the user
community. It is therefore vital that the confidality, integrity and availability of the user
member’s information, and the WARP systems, aregeafrded by effective security
measures. To this end, an effective and usableri8ePwlicy will form the cornerstone of
the WARP security measures. However, at the tinteepreparation this document, no
suitable common, standard has been identified. inHisrn has necessitated the
preparation of this Outline Security Policy, basedhe example within the WARP
Toolbox.
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4 Policy statements

4.1 Physical security

In order to operate a WARP, at least one WARP seamilebe required within each

WARP community of interest. Physical access toil&RP server must be tightly
controlled, since physical access to the WARP Semileenable unauthorised persons to
input and/or extract data. It is envisaged thattidd&RP servers will be located within

ISP (Internet Service Provider) facilities, butstis not essential. However, as a minimum,
the host environment should provide the followieglgity features:

» Secure premises, with access control limited tb@iged personnel displaying
formal security passes.

e 24 Hour access control, via an unattended biomegnidication system, or an
attended security guard.

« Resilient power supplies supplied by diverse fepdstected by generator and
battery back-up systems.

 Individual server access logs (to provide the lsoganisation with knowledge of
which personnel accessed a system on an indivegduaér basis).

» Secure storage of back-up media.

Whilst it is not always possible to dictate the giogl security arrangements for WARP
Members and Administrators, care must be takemsare that the physical compromise
of their environment does not lead to the comprertiie WARP system (e.g. should a
WARP Member’s laptop computer be lost, or stolaggession of the computer alone will
not enable a third party to access the WARP System)

4.2 System access controls

4.2.1 Network access

Network access to the WARP Server (by means ofintieenet, or an internal
communications network) must be protected behiRttewall. The Firewall must be
capable of:

« Logging all network communications and storing theultant data for at least six
months and

* Making log data available to the WARP Administrasbiould he/she require access
to it.

Access to the Firewall information log should bstrieted to WARP Server
Administrators and WARP Administrators.

The Firewall will be configured to permit only treosetwork connections that are required
to enable the WARP to function properly. For ex@amnp Firewall configuration may be
specified as follows:
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* Inbound access to the WARP server will be restlitteHTTPS (TCP port 443).
Should remote management of the WARP server beregfjuhis will be limited to
either:

- the use of SSH (TCP port 22) and/or Windows RDPR0Grt 3389), where both
SSH and RDP access will be restricted to knownddResses. (Note: Windows
2003 does not include a SSH server, but versianaailable from third parties)

- a VPN solution that provides additional authentaratusing digital certificates, or
authentication tokens.

* Outbound access from the WARP must be limited tar BNITCP port 25), DNS
(UDP and TCP port 53) and HTTPS (TCP port 443)e HATPS access is
required only for peer-to-peer connections, andikhbe restricted to a limited
number of destination addresses.

The web server installation on the WARP Server héllfurther protected using an
application firewall or intrusion prevention systemorder to block attacks using TCP
port 443.

4.2.2 User access

WARP Server Administrator accounts must be strilithited and unique (the use of
generic Administrator accounts will not be perndjteThe WARP Administrator must
maintain a record of the WARP accounts that haen Iiesued to Members. Where an ISP
manages the WARP Server, the procedures employeldedandling of Administrative
access must be reviewed periodically to ensure riai@ain robust.

Access to the WARP System shall be controlled s&r @ccounts, which are created by
the WARP Administrator. There will be no “self rsfgation” process. All WARP

member accounts must be specifically registereth®yWARP Administrators to known
individuals within the membership community. TH& /& signup request system conforms
to this policy, as a WARP Administrator must ap@@i new accounts.

E-mail delivery failures received by the WARP syst@ response to mailed alerts, will be
investigated by the WARP Administrator — this metke will help to ensure that
accounts are deactivated when a WARP member l¢hgeommunity and ‘moves on.’

4.3 Data encryption

All data transferred between the WARP Administréflamber’s web browser and the
WARP Server must be encrypted via SSL employingramum128-bit RC4 cipher.
WARP users must take care to ensure their browgéinsot cache encrypted pades

Sensitive data stored within the WARP Server mestiticrypted prior to being recorded
on tape for back-up purposes. The encryption kegsl for this purpose must be held by
the WARP Administrators, allowing them to recovee encrypted data should the WARP
Server be rendered unavailable.

1 Internet Explorer users can ensure this by selgcfiools->Internet Options”, going to the “AdvaniEeab, scrolling down to the
“Security” section and ticking “Do not save encegipages to disk”.
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Remote Management connections, by any method gedit section 4.2.1, will be
encrypted using the 3DES or AES ciphers.

4.4 Data protection

WARP Server Administrators have no requirementafoaccount to access the WARP
system, however it should be noted that they caasscand alter any data held on the
server, and the use of such accounts must thereéotightly controlled.

The WARP Administrator is empowered to view andatpdll WARP data. WARP
Members may only update their own profile, contrgbunformation and read all published
information. An exception shall be permitted wiélgard to the multi-user bulletin board,
where access may be restricted to specified WARRIb&es.

In circumstances where the submission of infornmaltip a WARP Member concerning a
‘compromise’ might be regarded as ‘sensitive’ tatttnember’s organisation, the member
may submit the information anonymously. The infotioragiven will be restricted to the
WARP Administrator, with no other WARP Member bejmiyvy to the source. These
reports will, however, have a log number, whichW&RP Administrator may use to
trace the originating source.

Data held within the WARP system will be used anlpccordance with the WARP
Privacy Policy.

4.5 Operation security

The WARP System will distribute e-mail warnings auvisories (content) provided by
the WARP Administrators. E-mails sent by the WARBtem will be digitally signed to
allow their authenticity to be verified by the WARRembers.

No direct instructions will be issued to WARP memsbé@a the e-mail alerts, rather the e-
mails will used to provide brief information andvask where full information can be
obtained. Any e-mails claiming to be from the WABé@Yvice that are either not signed, or
give instructions to the WARP Members to take disstion, should be treated as
suspicious and the WARP Administrator notified adaagly.

The WARP Administrators have no access to a WARR's password, and have no
reason to request it. A WARP Member therefore khoat divulge his/her access
information to anyone else. Should a WARP membeget his/her password, the WARP
Administrator will reset it.

The WARP Server Administrator must implement atilséy patches published by the
software vendors in a timely manner.
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5 History
Version Date Description
V1.0 Dec 2003 | Firstissue WARP Toolbox examplegioiOutline Security Policy
V2.0 June 2004 | Standard WARP Toolbox template adpli
V3.0 July 2006 | Content of the example updatedfleatlatest software versions
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