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1 Scope

This document provides links to some security imfation sources that can be used to feed
the Filtered Warnings Service of a WARP. TheiBstot intended to be exhaustive in any
way, it merely provides a useful starting point.

2 Definitions and abbreviations

2.1 Definitions

For the purposes of this document, the followingieand definitions apply:

CERT: Computer security incident response teangdas the model
developed by the Carnegie Mellon University.
2.2 Abbreviations

For the purposes of this document, the followingrabiations apply:
UNIRAS: Unified Incident Reporting and Alert Scheme
WARP: Warning, Advice and Reporting Point

3 Security information sources

3.1 CERTs

3.1.1 UK Government CERT (UNIRAS)

UNIRAS is the UK's government CERT and is a fulifeigrated part of NISCC. It
responds to electronic attack and issues Warnind®\&erts regarding IT Security
incidents and vulnerabilities.

URL — http://www.uniras.gov.uk/

3.1.2 US Government CERT (US-CERT)

US-CERT is a partnership between the US Departofddomeland Security and the
public and private sectors. Established to prdtextUnited States Internet infrastructure,
US-CERT coordinates defence against and responsgbér attacks across the US.

URL - http://www.us-cert.gov/
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3.2 Vendor Sites

3.2.1 Microsoft

Microsoft security resource for IT professionalepte and business users alike along with
Security Bulletins and patches for Microsoft prou@lso provides some information on
some current viruses.

URL - http://www.microsoft.com/security/

Mailing list - http://www.microsoft.com/technet/security/bulletiofify.mspx

3.2.2 Symantec

Symantec, a major security products vendor, progidellent virus information along
with very useful statistics.

URL — http://securityresponse.symantec.com

Mailing list - http://nct.symantecstore.com/virusalert/

3.2.3 Sophos

Sophos are an anti-virus software company. Theyigeoa good source of information on
the latest viruses along with news of current infation security issues.

URL - http://www.sophos.com/security/

Mailing list - http://www.sophos.com/security/notifications

3.2.4 Cisco Systems
Cisco systems provide security alerts and patabrethéir own networking systems.

URL - http://www.cisco.com/security/

Mailing list -
http://www.cisco.com/en/US/products/products sdguviulnerability policy.html#subscr
ibe

3.2.5 Sun Microsystems

Sun Microsystems provide security alerts and patébetheir own computer systems and
software.

URL - http://sunsolve.sun.com/

Mailing list - http://sunsolve.sun.com/pub-cgi/show.pl?target=9dsec

3.2.6 Silicon Graphics

Silicon Graphics provide security alerts and patdioe their own computer systems and
software.
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URL - http://www.sgi.com/support/security/

Mailing list - http://www.sgi.com/support/security/wiretap.html

3.2.7 HP

HP provides security alerts and patches for alf thgerating system and software
products.

URL - http://www.software.hp.com/

3.2.8 ISS

ISS produce security products, and maintain a ceenecurity threat research team
called Xforce. They therefore produce alerts aatdhpes for their own products, and
generate alerts on other vendor’s products too.

URL - http://xforce.iss.net/

Mailing list- https://atla-mmZ1.iss.net/mailman/listinfo/alert

ISS also maintain an interesting “List of lists” -
http://xforce.iss.net/xforce/maillists/otherlistismp

3.2.9 RedHat Linux

RedHat are a major Linux distributor, they provatkvisories and patches for all the
software elements distributed as RedHat Linux.

URL - http://www.redhat.com/security/

Mailing list - http://www.redhat.com/mailman/listinfo/redhat-waticst

3.2.10 Debian Linux

Debian provides the major GNU distribution of Linand provides security alerts and
patches for all the software elements containediwithe distribution.

URL - http://www.debian.org/security/

Mailing list - http://lists.debian.org/debian-security-announce/

3.3 Service providers and third parties

3.3.1 Security Focus

Security Focus is a web site with a vast arrayfaddcurity information on all possible
subjects. Security Focus operate the BUGTRAQ nmalist which is the original full
disclosure mailing list for alerts and advisoriesté this mailing list is high volume).
Security Focus are owned by Symantec, but are tgukas an independent oegainisation.

URL — http://www.securityfocus.com

Mailing lists —http://www.securityfocus.com/archive
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3.3.2 MessagelLabs

MessagesLabs are a secure e-mail service proadeérare able to give real information
regarding the current trends of e-mail borne attsded on the number of e-mails they
block or clean for their clients.

URL — http://www.messagelabs.com/Threat Watch
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