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IT Management: security

by Bill Goodwin
Tuesday 16 March 2004

Local authorities roll out security warning system

The government is to fund a nationwide network of early
warning systems to provide local authorities with wvirus attack
alerts and cutting-edge advice on critical software
vulnerabhilities.

The netwark, to be rolled out this year, will link clusters of local
autharities, known as Warning Advice and Reparting Points
Mrarps), allowing them to exchange confidential infarmation an
security breaches, patches and fixes on secure wehsites.

The Office of the Deputy Prime Minister and the Mational
Infrastructure Security Co-ordination Centre, which is responsihble
for protecting the Uk's key services, are providing £2450,000 of
funding to back the project.

The Warp network will use automated sofhware developed by
HISCC and Microsoftto deliver alerts and hest practice
guidelines to each local authority.

The roll-out followws a ywear-long pilot by London Connects and 20
of London's 32 lacal autharities, which have tested the cancept
and shown that the idea can hielp time-pressed IT staff protect
their systems.

Cne London council discovered that its servers were accessible
an the internet and were being misused by hackers. ltwas ahle
to alert other local authorities operating similar services and
pravide advice on protecting systems.

Local authorities in Kent are to launch the next Warp, Kent
Connects, bringing together 14 local autharities this month. The
plan is o extend the netwaork to emergency semvices and local
husinesses over the next two years.

RISCE plans to extend the idea to the private sector and has
heen wwarking with chambers of commerce an plans to create
selfunded Warps for smmaller firmes.



