
   

 ñOpportunities at home and abroadò 
 

The 5th Annual WARP Forum 2009 
 

 

The 5
th
 Annual WARP Forum took place on Tuesday 8th September 2009. As in 

2008, the forum took place at the Law Society building in the heart of the City of 

London.  

 

 
 

The event was attended by around 75 delegates.  As usual, the Annual WARP Forum 

offered delegates a unique opportunity to listen to presentations from international 

experts in the field, network with other people active in the area, and to share advice 

and experiences. The main points raised by each presentation are given in the 

following report with links to the slides used where appropriate. A summary of the 

results of the returned feedback forms has been included..  

This year the event was generously sponsored by the 2 organisations shown below.  

 

                                                               
 

                                      

 



  

Timetable 
 

The timetable for the day was as follows: 

 

09:30 Opening keynote      Director CPNI  
 

09:30 Welcome       Desmond Hudson 
        CEO Law society  

  

10:00 Information Commissionerôs Office   Jonathan Bamford 

        ICO Asst. Commissioner 

 

10.20 Public Sector Update     Dr. Steve Marsh 

        Office of Cyber Security 

 

10:40 WARP Update 

 

WARP Programme     John Harrison 

 

WOF Chair Report      Matt Smith  

        

A WARP in Japan     Hiroko Okashita  
        Hitachi 

 

11.15 European Projects on Trusted Information Sharing 

 

Information Exchange Good Practice Guide Evangelos Ouzounis 

       ENISA 

 

The Irish WARP      Brian Honan 

        

NEISAS      Andrea Rigoni 
        Booz Consulting 

 

 SecNet-IE      Fotios Basagiannis 
       

 

12.15   Round table discussion      
 

1 WARPs and the wider public sector  Robert OôBrien 

 

2 WARPs for London 2012   Tony Proctor 

 

3 WARPs and the ICO working together Neil Hare-Brown 

 

4 International opportunities for WARPs Dr Evangelos Ouzounis 

 

 

 

 

 



  

16.15 Workshop feedback  

 

1 WARPs and the wider public sector  Robert OôBrien 

       Chair 

 

2 WARPs for London 2012   Tony Proctor 

       Chair 

 

3 WARPs and the ICO working together Neil Hare-Brown 

       Chair 

 

4 International opportunities for WARPs Alan Garwood 

       Rapporteur 

 

 

16.45 Summary and closing remarks   John Harrison 

 

   

 

 



  

  

 

 

09.30  Opening keynote 
 

 

 

 

The opening keynote speech was 

provided by the Director of CPNI. 

Her presentation emphasised a 

continuing commitment to WARPs 

but an insistence that they must 

become self-sustaining. 

 

  

 

 

Main points 

 

¶ Society increasingly dependent on information and communication systems. 

¶ Internet becoming integral part of everybodyôs life.  

¶ Recognition of this led to Cyber Security Strategy announced in the Summer; 

¶ Challenge to the WARPs is to become self-sustaining. 

¶ Increasing recognition of holistic nature of security. 
 

 

Back to timetable 

 

09.40  Welcome address 
 

 

 

 

The welcoming address was given by 

Desmond Hudson, CEO of the Law 

Society.   

 

 

Desmond welcomed everybody to this yearôs forum and hoped everybody would have 

a stimulating day. He said that information management is more important than ever 

for the legal community. He emphasised the size the legal profession in UK (138,000 

practitioners) and its importance to the UK economy. All this hinged on the 

professionôs ability to manage data and so data protection was high on the agenda. For 

this reason he was pleased to see Jonathan Bamford from the ICO at the Forum.  



  

 

Back to timetable 

 

10.00  Information  Commissionerôs Office  
 

 

 

 

Jonathan Bamford is an Assistant 

Commissioner at the Information 

Commissionôs Office. 

 

 

Main points 

 

¶ ICOôs DP strategy had to be selective to be effective.  

¶ High profile cases may have dented public confidence; this had to be restored. 

¶ Coronerôs and Justice Bill will allow increased provision for auditing 
organisations in line with other European countries, and provision for fining . 

¶ DP community should share incidents (in an anonymised/synonymised WARP 
like way). 

 

Slides 

 

Back to timetable 

 

10.20  Public sector update 
 

 

 

 

 

 

Dr. Steve Marsh has recently joined the 

new Office of Cyber Security. 

 

 

http://www.warp.gov.uk/Index/Forum/Presentations2009/ICO%20WARP%20keynote.pdf


  

Main points 

 

¶ The National Security Strategy has been published and a second version with 

more analysis is being worked on. 

¶ Aim of the strategy is to protect UK citizens, their prosperity and their way of 
life.  

¶ WARPs have an important role to play in the Cyber Security Strategy of the 
UK.(reducing risk, improving knowledge) 

¶ Cyber Security Operations Centre (CSOC) to be created. 
 

 
Slides 

 

Back to timetable 

 

10.40  WARP Update 

 

WARP Programme 

 
 

 

 

 

 

John Harrison has been working with 

CPNI as a consultant with the WARP 

programme since its inception and is 

now involved with taking the 

programme forward.  

 

Main points 

 

¶ WARPs fill the middle ground between corporate and individuals.  

¶ Critical mass needed for sustainability of the WARP programme; 

¶ MSP has been very successful at driving down costs and providing revenue. 

¶ Developing a CMS based Toolbox (about to be rebuilt) will lower 
maintenance costs. 

¶ Self install version of FWA to be available October 2009 

 

 

Slides 

 

Back to timetable 

 

 

http://www.warp.gov.uk/Index/Forum/Presentations2009/Public%20sector%20keynote.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/JH%20WARP%20Forum%2009%20v0.2.pdf


  

WOF Chair Report  

 
 

  

 

 

 

Matt Smith is currently WOF Chair and 

WARP Operator for the Information 

Security for London (ISFL)WARP  

 

 

 

Main points 

 

¶ Described purpose and rationale behind the WARP Operators Forum.  

¶ Conficker worm hit last year. WARPs shared information on dealing with 
problem; 

¶ Conficker cost a non WARP member LA £50,000 . 
 

Slides 

 

Back to timetable 

 

A WARP in Japan 

 

 
 

 
The slides below explain the background and operation of the Hitachi Incident 

Response Team (HIRT). Unfortunately Japanese delegates were unable to attend but, 

in addition to the slides, sent a video describing HIRT in action in anime cartoon 

style. 

 
The video embedded in the slide presentation is not available to download as it is 

80Mb plus. However if you wish to obtain a copy contact enquiries@warp.gov.uk  

 

http://www.warp.gov.uk/Index/Forum/Presentations2009/WARP%20Operators%20Forum.pdf
mailto:enquiries@warp.gov.uk


  

Slides 

 

Back to timetable 

 

 

 

11.20  Coffee break (networking) 
 

       
 

As always at the WARP Forum, the coffee break gave an ideal opportunity to mingle 

and share experiences with like minded people. 

 

11.15 European Projects on Trusted Information 

Sharing  

 

Information Exchange Good Practice Guide  

 

 

 

 

 

Evangelos Ouzounis is a senior expert at 

ENISA, the European Network 

Information Security agency. He is 

responsible for the security policy of the 

Technical Competence Department of 

the agency. 

 

 
 

Main points: 

¶ First major study of all information sharing initiatives across Europe. 

¶ Huge diversity of level of systematic information exchange in different 
countries 

¶ Europe should take advantage from its diversity and develop national as well 

as a pan European Information Sharing Schemes 

¶ Co-operation and co-ordination among national initiatives and a pan European 
one is necessary. 

 

 

http://www.warp.gov.uk/Index/Forum/Presentations2009/hirt-warp20090908.pdf


  

Slides 

 
Back to timetable 

 

 

The Irish WARP  

 

 

 

 

 

Brian Honan is an independent 

consultant based in Dublin and the 

driving force behind IRISS 

 

 
 

Main points 

 

¶ Brian told the story of the development of the Irish WARP 

¶ Campaign started in 2004 

¶ Attack on Estonia stimulated government interest in 2007 

¶ Brian decided to set up a WARP in 2008 

¶ The MSP offered a quick and effective way of meeting stakeholder security 
requirements 

 

Slides 

 

Back to timetable 

 

 

http://www.warp.gov.uk/Index/Forum/Presentations2009/Vangelis%20Trusted%20sharing.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/IRISS.pdf


  

NEISAS  

 

 

 
 

 

 

Andrea Rigoni is a Senior Advisor with 

Booz and Company, Italy 

 

He is project leader for NEISAS 

(National and European Information 

Sharing and Alerting Service) 

 

 

 

Main points 

 

¶ A two year project funded by the EC 

¶ Partners include Booz, LanditD, ENEA, NICC  

¶ NEISAS focuses on the development of an IS framework ï developing the 
model and a pilot platform for use in a trial with UK, Italy and The 

Netherlands as participants. 

¶ Sweden and Japan are interested in actively participating 

¶ There is also interest from Turkey, UAE and the USA.  

 

Slides 

 

Back to timetable 

 

 

SecNet-IE 

 

 

 

 

Fotios Basagiannis works for the Joint 

Research Council of the EC 

 

 
Main points 

 

¶ Society increasingly dependent on information and communication systems. 
Internet becoming integral part of everybodyôs life.  

¶ Aim of project to create an e-platform that affords person to person IE without 
losing the characteristics that make it attractive in the first place. 

http://www.warp.gov.uk/Index/Forum/Presentations2009/introduction%20to%20NEISAS-warp%20forum%202.pdf


  

¶ SecNet offers a highly secure communication path to support the exchange of 

sensitive information. 

 

Slides 

 

Back to timetable 

 

 

12.15 Round table     
 
The four Workshop Chairs introduced their workshops. Slides are available for most 

presentations as well as the Chairmanôs introduction. 

 

Aims of each workshop (extracted from Forum Workshop brief)  
 

1 WARPs and the wider public sector  Robert OôBrien 

 

The aim of this workshop was to identify opportunities which the UK Cyber Security 

Strategy may bring to provide focus and incentives for the wider public sector to 

embrace WARPs as many of the WARP champions in these organisations are still 

there and looking for the right time to take WARPs forward.  

Slides 

 

Back to timetable 

  

2 WARPs for London 2012    Tony Proctor 

 

The workshop aims are to discuss and review this outline proposal with a view to 

agreeing ówhatô needs to be done to take WARPs for London 2012 forward. Where 

possible the ówhoô and the óhowô should also be identified and recommendations 

made. 

Slides 

 

Back to timetable 

 

 

3 WARPs and the ICO working together  Neil Hare-Brown 

 

The aim of this workshop was to debate how WARPs and the ICO could work 

together for the mutual benefit of both security managers and data controllers. In this 

context one recommendation may be that WARPs widen their membership to include 

operational and policy stakeholders responsible for DPA compliance. Or perhaps the 

ICO should start to create compliance warnings and advisories for WARP operators. 

 

Slides 

 

Back to timetable 

http://www.warp.gov.uk/Index/Forum/Presentations2009/secnet-exec2-mini4.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/Annual%20WARP%20Conference_Round%20Table%20Presentation_Sept%202009.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/Tonyannualconfinal.pdf
http://prezi.com/iootqzs_lsig/


  

 

4 International opportunities for WARPs   Dr Evangelos Ouzounis 

 

The aim of this workshop was to look at how the WARP model could be adopted 

more widely outside the UK. In particular, the workshop will brainstorm ideas on co-

ordination mechanisms and what sector communities outside the UK would be most 

receptive to the WARP model. The workshop will also brainstorm on ENISAôs role in 

bringing together international WARPs and relevant stakeholders to co-operate. 

ENISA could also give examples of what they have done to support other trusted 

sharing bodies such as NSIEôs and CERTs, and how public/private partnerships are 

seen by the EC as important in addressing network/cyber security and resilience.  

 

Slides 

 

Back to timetable 

 

13.00  Lunch (more networking) 
 

  

Delegates networking over an excellent lunch 

 

14.15 Workshop sessions 
 

Each workshop covered one of four areas each of which addressed an area in which 

WARPs could have an important role to play. Delegates could attend two workshops 

of their choice during the afternoon sessions. The findings of both sessions were later 

fed back to the forum in the final session of the day.  Chairs were asked to provide 

comment on what they considered to be the most important issues to come out of the 

workshops. A summary of the issues covered is included in the workshop reports 

below. 

  

Aims of each workshop: 

To debate the topic under consideration in a structured way and to reach a consensus 

on recommendations for the WARP programme to take forward. 

 
 

 

Back to timetable 

 

http://www.warp.gov.uk/Index/Forum/Presentations2009/Resilience%20Presentation%20WARP%20Forum%20London.pdf


  

  

 

16.00  Report back on workshop topics 
 

Workshop chairs or, in one case the rapporteur, delivered the conclusions of their 

respective workshops. 

 

Workshop 1 WARPs and the wider public sector 
 

Brief 

 

There was a wide debate on the different public sectors where WARPs could add 

value and be well received. The NHS was still considered a good candidate but it is 

important to better understand their trust environment. Antonymous communities 

located in or close to London were considered good candidates. It was agreed that 

WARP benefits should be marketed more effectively to the wider public sector 

communities. 

 

Slides 

 

Back to timetable 

 

 

Workshop 2  WARPs for London 2012 
 

Brief 

 

While there was unanimity in the feedback that it was vital to figure out first if there 

was a WARP requirement for the Olympics, the consensus was that for an Olympic 

WARP (or a óMajor Event WARPô) to work effectively it would be best to act early 

as well as to set up a number of different WARPs. This would ensure a better and 

more efficient flow of communication among all the different operators. 

 

Slides 

 

Back to timetable 

 

 

Workshop 3   WARPs and the ICO working together  
 

 

Brief 

 
There were two different, but equally important, issues discussed in both workshops. 

The first was whether use of the evolving WARPs could improve dissemination of 

information to DPOs and the second whether a WARP like network dedicated to DP 

issues would enable increased information sharing within the DP community. There 

was a feeling at both workshops that the information security and DP communities 

were very distanced in most organisations and maybe this was not as it should be. 

Jonathan Bamford of the ICO, who attended both sessions, highlighted the fact that 

with tens of thousands of data controllers in the UK, using the existing WARP 

http://www.warp.gov.uk/Index/Forum/Presentations2009/AWF09%20WARPs%20and%20Wider%20public%20sector%20v0.2.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/AWF09%20WARPs%20and%20Wider%20public%20sector%20v0.2.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/Tonyannualconfinal.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/AWF09%20WARPs%20and%20ICO%20v0.5.pdf


  

networks would have little impact on information transfer but he was positive about 

the possibilities of developing WARP like communities covering a DP specific 

domain.  

 

Recommendations from the workshops are summarised in the slides below. 
 

 

Slides 

 

Back to timetable 

 

Workshop 4  International opportunities for WARPs  

 

Brief 
 

The International Opportunities workshops were both facilitated by Brian Honan who 

was able to provide attendees with more of an insight into the operation of IRISS than 

he had time to do in the plenary.  The ensuing debates came up with a fairly consistent 

set of recommendations between the two workshops.  Quite a strong recommendation 

was made for more independent ownership of the programme in order to enhance its 

international appeal.  The ENISA chair took the messages provided during the 

workshops away for serious consideration. 

 

 

Slides 

 

Back to timetable 

 

16.45  Summary and closing remarks 

 
John Harrison closed the Forum and thanked the delegates for a very rewarding and 

successful day. 

 

NB - 100% of delegates who completed the feedback questionnaire agreed that the 

forum had been successful and that they would attend a follow up event. For a more 

detailed analysis and for all comments see Feedback. 

 

Back to timetable 

---------------------------------------------------------------------------------------------------- 

  

http://prezi.com/rsk8xo3br6kn/
http://www.warp.gov.uk/Index/Forum/Presentations2009/AWF09%20WARPs%20and%20International%20v0.2.pdf


  

 

Feedback  
 
1 Your backgrounds 
Who were you representing ? 

Existing Potential Total 

A WARP Operator 42% 0% 42% 

A WARP Provider  5.2% 5.2% 10. 4% 

A WARP Champion 10.4 % 5.2% 15.6 % 

A WARP Member 5.2 % 5.2% 10.4 % 

Totals 62.8 % 15.6 %  
 

Other                                        21.2 % 

 

 

  
2 Your views on the Forum 
 

Very useful 5 4 3 2 1 Not useful 

 

 

 

43.75% 43.75% 12.5% 0% 0%  

 

What was the most useful part/session of the day? 

- ICO update x 5  

- Workshops x3 

- Networking x3 

- 2012 workshop 

 

What was the least useful part/session of the day? 

- Specific morning presentations (not specified) x3 

- Panel session 

- Nothing 

Round table discussion more seed questions needed 

-  

Was anything you expected to hear about not mentioned?   

Experiences of WARP Operators 

 

 

 

Would you attend this event next year or recommend it to a colleague?   

YES 100%                 NO 0 



  

 
Comments:  

- Too long a day 

- Great networking opportunities 

- Should be more seeded questions throughout the day 

- Interesting output from workshops  

 

 
 

 
3 Your view on the workshops 
a) What was the first w orkshop you attended? 
 

Wider Public sector  20%    London 2012 27%   WARPs & ICO 33%  Intõl Opp. ɸ 20% 
 
Was it as useful as you expected? Useful   5 4 3  2  1  Not Useful  

 

Average response 3.6  4.0   4.3       4.3 

Overall       4.0  

    

How could it have been improved ?    No responses 
 

Comments:  Very thought provoking    
  Covered proposed area well 
  Very interesting  

 
 
 
b) What was the second workshop you attended? 

Wider Public sector  27%   London 2012 27% WARPs & ICO  27% Intõl Opp. 18% 
 
Was it as useful as you expected?  Useful      5    4    3    2   1      Not Useful  

 

Average response 3.5  4.0   3.3  3.0 

Overall      3.45 

 

How could it have been improved? No responses 
 

Comments:  Useful to get the CESG p.o.v. 
  More questions than answers  
 
 
 

 

The current % balance between presentations, panel disc ussions and workshops is 

about 40%,20%,40%. What do you think we should aim for next year ? 

 



  

Presentations  Panel Discussions Workshops 

40.39% 20.75% 38.86% 

 
 ie almost exactly right!  

 
 
 
4 Potential WARP Operator only 
Given what you have heard today: 
Will you be supporting the creation of a WARP in your community? 

YES NO No responses 

 
Will you use the managed service platform to provide WARP services? 

YES NO  No responses 
 
 

 
 

Any other comments relating to the Forum 
 

¶ More question time  

¶ Very informative  

¶ Worthwhile event  

¶ More feedback from WARP Operators  

¶ More on specific WARPs 

 

 
Back to timetable 

 

 


