WARP

Warning, advice & reporting point

'

AOpportunities at home and abroad

The 5" Annual WARP Forum 2009

The 3" Annual WARP Forum took place on Tuesdily SeptembeR009. As in
2008 the forum tookplace athe Law Society building in the hearttbie City of
London.

The event was attended dgound 75delegates.As usua) the Annual WARPForum
offered delegates a unique opportunityisten to presentations fromternational
experts in the fieldpetwork with other people active in the area, anshtare advice
andexperiencesl'he main points raised by each presentation are given in the
following report with links to the slides used where appropriateuAmary of the
results of the returned feedback forhas been included.

This year te event was generously sporesbby the2 organisations showbelow.

%Baronscourﬁ



Timetable
The timetable for the day was as follows:

09:30 Opening keynote Director CPNI

09:30 Welcome Desmond Hudson
CEO Law society

10:00 Information Co mmi s s iOfficee r 6 s Jonathan Bamford
ICO Asst.Commissioner

10.20 Public Sector Update Dr. Steve Marsh
Office of Cyber Security

10:40 WARP Update

WARP Programme John Harrison

WOF Chair Report Matt Smith

A WARP in Japan Hiroko Okashita
Hitachi

11.15 European Projects on Trusted Information Sharing

Information Exchange Good Practice Guide  Evangelos Ouzounis

ENISA
The Irish WARP Brian Honan
NEISAS Andrea Rigoni

Booz Consulting

SecNetlE Fotios Basagiannis

1215 Round table discussion

1 WARPs and thevider public sector Robert O6Brien

2 WARPs for London 2012 Tony Proctor

3 WARPs and the ICO working together Neil Hare-Brown

4 International opportunities for WARPs Dr EvangelosOuzounis




16.15 Workshop feedback

1 WARPs and the wider public sector Robert O6Brien
Chair

2 WARPs for London 2012 Tony Proctor
Chair

3 WARPs and the IC@vorking together Neil Hare-Brown
Chair

4 International opportunities for WARPs Alan Garwood
Rapporteur

1645 Summary and closing remarks John Harrison



The opening keynote speech was
provided by the Director of CPNI.
Her presentation emphasised a
continuing commitment to WARP:
but an insistence that they must
become selbustaining.

Main points
1 Society increasingly dependent on infotroa andcommunication systems.
T I'nternet becoming integral part of ever:
1 Recognition of this led to Cyber Security Strategy announced in the Summer
1 Challenge to the WARPS is to become sei§taining
1 Increasing recognition of holistic nature of setur

Back totimetable

09.40 Welcome address

The welcoming address was given
Desmond Hudson, CEO of the Ls
Society.

Desmond wel comed e voeumwgna boged eviergbody Wwauld hayee ar 6 s
a stimulating dayHe said that mformationmanagemens moreimportantthanever

for the legal communityHe emphasised the size the legal profession in UK (138,000
practitioners) and its importance to the UK economy. All this hinged on the

professios abilityto manage datand so data protection was high on the agenda. For

this reason he was pleased to see Jonathan Bamford from the ICO at the Forum.



Back totimetable

10.00 Information Co mmi s s iOfficeer 6 S

JonathaBamford is an Assistant
Commissioner at the Information
Commi ssionds Of fic

Main points

T 1 CO6s DP strategy had to be selective t
1 High profile cases may have dented public confidence; this had to be restored.
1 Coronets and Justice Bill will allow increased provision for auditing
organisations in line with other European countries, and provision for fining .
1 DP communityshould share inidents (in an anonymised/synaoniged WARP
like way).

Slides

Back totimetable

10.20 Public sector update

Dr. Steve Marslinas recently joinethe
new Office of Cyber Security



http://www.warp.gov.uk/Index/Forum/Presentations2009/ICO%20WARP%20keynote.pdf

Main points

1 The National Security Strategy has been publigmeth second version with
more analysis is being worked on.

1 Aim of the strategy is to protect UK citizens, their prosperity and their way of
life.

1 WARPSs have an important role to play in the Cyber SecBtitgtegy of the
UK.(reducing risk, improving knowledge)
1 Cyber Security Operations Centre (CSOC) to be created

Slides

Back totimetable

10.40 WARP Update

WARP Programme

John Harrison has been working with
CPNI as a consultant with the WARP
programme since its inception and is
now involved with taking the
programme forward

Main points

WARRPs fill the middle ground between corporate and individuals.

Critical mass needed for sustainability of the WARP programme;

MSP has been very successful at driving down costs and providing revenue.
Developing a CMS based Toolbox (about to be rebwilt)lower

maintenance costs.

1 Self install version of FWA to be available October 2009

E

Slides

Back totimetable



http://www.warp.gov.uk/Index/Forum/Presentations2009/Public%20sector%20keynote.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/JH%20WARP%20Forum%2009%20v0.2.pdf

WOF Chair Report

Main points

1
1
problem;

Matt Smithis currently WOF Chair and
WARP Operator for the Information
Security for London (ISFL)WARP

Described purpose and rationale behind the WARP Operators Forum.
Confickerworm hit last year. WARPs shared information on dealing with

M Conficker cosanon WARP member LA £50,000 .

Slides

Back totimetable

A WARP in Japan

—“ Work with Technical Experts

Two Heads and Experiences are Better than One!

- Join security communities and collaborate with external security experts
to tackle technical issues together.

eg

CSIRT

Nippon CSIRT Association

() NTT-CERT %T

Japanese Largest Teleco's Security Team Forum of Incident Response and Security Teams

- Share information, research data, hands-on practices proven in each
other's organization to better know threats, causes and countermeasures.

The slides below explain the background and operation of the Hitachi Incident

Response Team (HIRT). Unfortunately Japanese delegates were unable to attend but

in addition to the slidesent a video describing HIRT in action in anime cartoon

style.

The videoembedded in the slide presentation is not available to download as it is
80Mb plus. However if you wish tobtaina copy contacénquiriegdwarp.gov.uk



http://www.warp.gov.uk/Index/Forum/Presentations2009/WARP%20Operators%20Forum.pdf
mailto:enquiries@warp.gov.uk

Slides

Back totimetable

As alwaysat the WARP Forunthe coffee break gave an ideal opportunity to mingle
and share experiences with like minded people.

1115 European Projects on Trusted Information
Sharing

Information Exchange Good Practice Guide

Evangelos Ouzounis a senior expert a
ENISA, the European Network
Information Security agency. He is
responsible fothe security policy of the
Technical Competence Department of
the agency.

Main points:

1 First major study of all information sharing initiatives acressope.

1 Huge diversity of level o$ystematiénformation exchange in different
countries

1 Europe should take advantage from its diversity and develop national as well
as a pan European Information Sharing Schemes

1 Co-operationand ceordinationamong natioal initiatives andh pan European
one is necessary.


http://www.warp.gov.uk/Index/Forum/Presentations2009/hirt-warp20090908.pdf

Slides

Back totimetable

The Irish WARP

PURISS ‘

Brian Honan is an independent
consultanbased in Dublin anthe
driving force behindRISS

Main points

Brian told the story of the development of the Irish WARP

Campaign started in 2004

Attack on Estonia stimulated government interest in 2007
Briandecided to set up a WARP in 2008

The MSP offered a quick and effective way of meeting stakeheéterrity
requirements

= =4 -4 8 -9

Slides

Back totimetable



http://www.warp.gov.uk/Index/Forum/Presentations2009/Vangelis%20Trusted%20sharing.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/IRISS.pdf

NEISAS

AndreaRigoniis a Enior Advisor with
Boozand Company, Italy

He is project leader for NEISAS
(National and European Information
Sharing and Alerting Service)

Main points

1
1
T

A two year project funded by the EC

Partners include BootanditD, ENEA, NICC

NEISAS focuses on the development of an IS framewati&veloping the
model and a pilot platforrfor use in a trial with UK, Italy and The
Netherlands as patrticipants

Sweden and Japan are interesteadiively participating

There is also imrest from Turkey, UAE and the USA

Back totimetable

SecNetlE

Fotios Basagiannisorks for the Joint
Research Council of the EC

Main points

1
T

Society increasingly dependent on information and communication systems.

I nternet becoming integral part of

Aim of project to create an@atform that affords person to person IE without
losingthe characteristics that make it attractive in the first place.

ever:


http://www.warp.gov.uk/Index/Forum/Presentations2009/introduction%20to%20NEISAS-warp%20forum%202.pdf

1 SecNet offers a highly secure communication path to support the exchange of
sensitive information.

Slides

Back totimetable

12.15 Round table

Thefour Workshop Chairsntroducedheir workshopsSlides are available fonost
presentatopa s wel | as the Chairmands introductio

Aims of each workshop(extractedfrom Forum Workshop brief)

1 WARPSs and the wider public sector Robert OO6Brien
The aim of this workshowasto identify opportunities which the UK Cyber Security
Strategy may bring to provide focus and incentives for the wider public sector to

embrace WARPs as many of the WARP champions in these organisations are still
there and looking for the right time tck@WARPSs forward.

Slides

Back totimetable

2 WARPs for London 2012 Tony Proctor

The worlshop aims are to discuss and review this outline proposal with a view to
agreeing 6whatodé needs to be done to t
possible the 6whodé and the 6howd shou
made.

Slides

Back totimetable

3 WARPs and the ICO working together Neil HareBrown

The aim of this workshop was to debhatev WARPs and the IC@ouldwork

together or the mutual benefit of both security managers and data contratiehss
context one recommendation may be that WARPs widen their membership to include
operational and policy stakeholders responsible for DPA compliance. Or perhaps the
ICO should starto create compliance warnings and advisories for WARP operators.

Slides

Back totimetable



http://www.warp.gov.uk/Index/Forum/Presentations2009/secnet-exec2-mini4.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/Annual%20WARP%20Conference_Round%20Table%20Presentation_Sept%202009.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/Tonyannualconfinal.pdf
http://prezi.com/iootqzs_lsig/

4 International opportunities for WARPSs Dr Evangelos Ouzounis

The aimof this workshopwvasto look at how the WARP model could be adopted

more widely outside the UK. In particular, the workshalp brainstorm ideas on €0

ordination mechanisms and what sector communities outside the UK would be most

receptive to the WARP model. The workshoplwil al s o br ainstorm on EI
bringing together international WARPs and relevant stakeholdersdpearate.

ENISA could also give examples of what they have done to support other trusted
sharing bodies such as NSI| Epatheshiptar€ ERT s, a |
seen by the EC as important in addressing network/cyber security and resilience.

Slides

Bad to timetable

13.00 Lunch (more networking)

Delegates networking over an excellent lunch

1415 Workshop sessions

Each workshop coverazhe offour areaseach of whicladdressedn arean which
WARPs could have an important role to plBglegatesould attendwo workshops
of their choice duringhe afternoon sessions. The findingsbaith sessiongere later
fed back to the forunn the final session of the daghairswere askedo provide
comment on what they considered to be the nmpgbrtant issues to come out of the
workshopsA summary of the issues covered is incldide the workshop reports
below.

Aims of each workshop

To debate the topic under consideration in a structured way and to reach a consensus
on recommendations fohe WARP programme to takorward.

Back totimetable



http://www.warp.gov.uk/Index/Forum/Presentations2009/Resilience%20Presentation%20WARP%20Forum%20London.pdf

16.00 Report back on workshop topics

Workshop chas or, in one caste rapporteyrdelivered the conclusions of their
respective workshops.

Workshop 1 WARPs and thewider public sector
Brief

There was a wide debata the different public sectors where WARPSs could add
value and be weleceived. The NHS was still considered a good candidate but it is
important to better understand their trust environment. Antonymous communities
located in or close to Londonenre considered good candidates. It was agreed that
WARP benefits should be matkel more effectively to the wider public sector
communities.

Slides

Back totimetable

Workshop 2 WARPs for London 2012

Brief

While there was unanimity in the feedback that it was vital to figure out first if there

was a WARP requirement for the Olympics, the consenagshat for an Olympic

WARP (or a O6Major Event WARPG6) to work eff.

as well as to set up a number of different WARPs. This would ensure a better and
more efficient flow of communication among all the different operators.

Slides
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Workshop 3 WARPs and the ICO working together

Brief

There were twadlifferent, butequallyimportant issuesdiscussedin both workshops
The first was whetharse oftheevolvingWARPSs could improve dissemination of
information to DPOs and the second whether a WARPhi&eorkdedicated to DP
issuesvould enable increased information sharintwm the DPcommunity. There
was a feeling at both workshops that the information security and DP communities
were very distanced in most organisations and maybe this was not as it should be.
Jonathan Bamfordf the ICO,who attended both sessighgghlighted the fact that

with tens of thousands ofata controllers in the UK, using the existing WARP


http://www.warp.gov.uk/Index/Forum/Presentations2009/AWF09%20WARPs%20and%20Wider%20public%20sector%20v0.2.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/AWF09%20WARPs%20and%20Wider%20public%20sector%20v0.2.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/Tonyannualconfinal.pdf
http://www.warp.gov.uk/Index/Forum/Presentations2009/AWF09%20WARPs%20and%20ICO%20v0.5.pdf

networks would have little impact on information transfer but he was positive about
the possibilities ofleveloping WARP like communities covering a DP specif
domain.

Recommendations from the workshops are summarised in the slides below.

Slides
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Workshop 4 International opportunities for WARPs
Brief

The InternationaDpportunitiesvorkshops weréothfacilitated by Brian Honan who
was able to provide attendees with more of an insigbtthe operation of IRISS than

he had time to do in the plenaryhe ensuing debates came up with a fairly consistent
set of recommendations between the two workshQpste a strong recommendation
was made for more independent ownership of the prageim order to enhance its
international appealThe ENISA chair took the messages provided during the
workshops away for serious consideration.

Slides

Back totimetable

16.45 Summary and closing remarks

John Harrisortlosed the Forurand thankedhe delegates foreryrewarding and
successful day

NB - 100 of delegatesvho completed théeedbackguestionnaireagreed that the
forum had been successful and that they would attend a follow up Egeatmore
detailed analysiand for all commentseeFeedback

Back totimetable



http://prezi.com/rsk8xo3br6kn/
http://www.warp.gov.uk/Index/Forum/Presentations2009/AWF09%20WARPs%20and%20International%20v0.2.pdf

Feedback

1  Your backgrounds
Who were you representing ?

Existing Potential Total
A WARP Operator 42% 0% 42%
A WARP Provider 5.2% 5.2% 10.4%
A WARP Champion 10.4% 5.2% 15.6 %
A WARP Member 52% 5.2% 10.4%
Totals 62.8% 15.6 %
Other 21.2%

2 Your views on the Forum

Very useful |5 4 3 2 1

Not useful

43.7%% | 43.73% 12.9% 0% 0%

What was the most useful part/session of the day?

- ICO update x 5
- Workshopsx3
- Networking x3
- 2012workshop

What was the least useful part/session of the day?

- Specific morning presentations (not specified) x3
- Panel session
- Nothing
Round table discussianore seed questions needed

Was anything you expected to hear about not mentioned?

Experience®f WARP Operators

Would you attendthis event next year or recommend it to a colleagie

YES 100% NO 0




Comments:

- Too long a day

- Great networking opportunities
Should be more seeded questions throughout the day
Interesting output fromvorkshops

3  Your view on the workshops
a) What was the first w orkshop you attended?

Wider Public sector 20% London 201227% WARPs &1c033% 1 nt & | (I) a@%

Was it as useful as you expected?Useful 543 2 1 Not Useful

Average response 3.6 4.0 4.3 4.3
Overall 4.0

How could it have been improved ? No responses

Comments: Very thought provoking
Covered proposed area well
Very interesting

b) What was the second workshop you attended?
Wider Public sector 27% London 20122 7%wARPs &1c027% I nt 61 18% p .

Was it as useful as you expected? Useful 5 4 3 21 Not Useful

Average response 3.5 4.0 3.3 3.0
Overall 3.45

How could it have been improved? No responses

Comments: Useful to get the CESG po.v.
More questions than answers

The current % balance between presentations, panel disc ussions and workshops is
about 40%,20%,8% What do you think we should aim for next year ?




Presentations Panel Discussions Workshops

40.39% 20.75% 38.86%

ie almost exactly right!

4  Potential WARP Operator only

Given what you have heard today:
Will you be supporting the creation of a WARP in your community?

YES NO No responses

Will you use the managed servigglatform to provide WARP services?
YES NO No responses

Any other comments relating to the Forum

More question time

Very informative

Worthwhile event

More feedback from WARP Operators
More on specific WARPs

= =4 -4 4
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